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PREFACE


Purpose

7KLVSXEOLFDWLRQSURYLGHVIXQGDPHQWDOWDFWLFVWHFKQLTXHVDQGSURFHGXUHV773 for planning integrating and employing biometrics capabilities at the tactical OHYHOLQVXSSRUWRIRSHUDWLRQV,WSURYLGHV773IRUFROOHFWLQJIDFLDOLPDJHV fingerprints iris scans deoxyribonucleic acid DNApalm prints biographic and contextual data Adherence to procedures in this publication will improve the efficiency and effectiveness of biometric screening and collection denying enemy anonymity and reducing the risk to friendly forces



Scope

This publication provides a standardized multiService framework for planning integrating and employing biometrics capabilities It provides leaders staffs and operators a fundamental understanding of the impact accurate and valid data has on the overall biometrics process Also it provides considerations for enrollment site selection and procedures designed to maximize data quality This publication


	D6XSSOHPHQWVHVWDEOLVKHGGRFWULQHDQG773

	E'HVFULEHVWKHLPSDFWRISURSHUO\FROOHFWLQJELRPHWULFVRQRSHUDWLRQV

	F3URYLGHVDGHWDLOHGH[SODQDWLRQRISURFHGXUHV

	G3URYLGHVLQIRUPDWLRQWRHIIHFWLYHO\RUJDQL]HSODQDQGH[HFXWHELRPHWULFV capabilities in a multiService environment





$SSOLFDELOLW\

This multiService tactics techniques and procedures publication applies to all commanders staffs and operators using biometric capabilities in a permissive environment This publication is unclassified with public release and unlimited distribution in accordance with Department of Defense directive Distribution Statements on Technical Documents
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Navy The Navy will incorporate these procedures in US Navy training and doctrine publications as directed by the Commander Navy Warfare Development &RPPDQG1:'&>1@'LVWULEXWLRQLVLQDFFRUGDQFHZLWK MILSTRIP/MILSTRAP Desk Guide Naval Supply Systems Command Publication

Air Force The Air Force will incorporate the procedures in this publication in accordance with applicable governing directives Distribution is in accordance with Air Force Instruction Publications and Forms Management

Coast Guard The US Coast Guard USCGwill incorporate the procedures in this publication as directed by the Commander Force Readiness Command Distribution is in accordance with the Coast Guard Directives System The Coast Guard will utilize the procedures in this publication when operating under the tactical control of Department of Defense At all other times the Coast Guard will conduct biometrics in accordance with US Coast Guard standard operating procedures but will use to this publication for a reference on best practices
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SUMMARY OF CHANGES

$730&53-1773$)773&*773 Multi-Service Tactics, Techniques, and Procedures for Tactical Employment of Biometrics in Support of Operations


This revision



Updates


	x Language used in chapter I and establishes definitions of common biometrics terms

	x ,QIRUPDWLRQE\FRQVROLGDWLQJFKDSWHUV,,DQG,,,DQGDSSHQGLFHV&DQG' into chapter I I

	x The biometrics collection checklist with a new version

	x &KDSWHU,9%LRPHWULFV&ROOHFWLRQLWLVQRZFKDSWHU,,,

	x Appendix BDe part ment of Defense Approved Collection Devices it is now appendix A

	x $SSHQGL[(%LRPHWULFV&ROOHFWLRQ&KHFNOLVWLWLVQRZDSSHQGL[&





Adds


	x Chapter I I Biometrics in Operations

	x $SSHQGL[%%LRPHWULFV3ODQQLQJ&KHFNOLVW





'HOHWHV


	x All material addressing the HIIDE as an approved Department of Defense biometric system

	x Chapter I I Tactical Roles and Responsibilities



6XSHUVHGHV$730&53-1773$)773&*773GDWHG$SULO 0$< $730&53-1773$)773&*773 YLL



EXECUTIVE SUMMARY



BIOMETRICS

0XOWL6HUYLFH7DFWLFV7HFKQLTXHVDQG3URFHGXUHV0773for Tactical Employment of Biometrics in Support of Operations establishes tactics techniques and procedures for planning integrating and employing biometric capabilities and improving the efficiency and effectiveness of biometric screening and collection





Chapter I Overview of Biometrics

Chapter I describes the biometrics process defines key biometric terms and familiarizes users with biometrics databases




Chapter I I Biometrics in Operations

Chapter I I provides training planning by functionand employment considerations at the tactical level It also describes the Department of Defense DODBiometric Enabled Watchlist




Chapter III Biometrics Collection

Chapter III describes the procedures to collect biometrics specific modalities electronically and using alternate methods




Appendix A Department of Defense Approved Collection Devices

Appendix A describes the current biometric devices used by DOD


$SSHQGL[%%LRPHWULFV3ODQQLQJ&KHFNOLVW

$SSHQGL[%SURYLGHVDFKHFNOLVWIRUWDFWLFDOOHYHOSODQQHUVWRLQFRUSRUDWH biometric capabilities into operations



$SSHQGL[&%LRPHWULFV&ROOHFWLRQ&KHFNOLVW

$SSHQGL[&SURYLGHVDFKHFNOLVWIRUELRPHWULFGHYLFHRSHUDWRUV
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Chapter, OVERVIEW OF BIOMETRICS


General

Biometrics are the measurable physical and behavioral characteristics that can establish and verify an individual’sid entity These characteristics allow commanders to determine individuals who may pose a threat and segregate them from those who do not pose a threat Integrating biometrics capabilities enables commanders to focus on joint and combined operations by helping to identify adversaries allies and neutral persons while degrading threat networks Operators currently collect facial images fingerprints iris images deoxyribonucleic acid DNAsamples palm prints voice samples and associated FRQWH[WXDOGDWDLHHOHPHQWVRIELRJUDSKLFGDWDDQGVLWXDWLRQDOLQIRUPDWLRQ from individuals encountered during operations



Definitions

It is imperative that commonly accepted biometric terms and definitions are used to ensure clarity and common understanding among the Services The following are basic biometrics terms and definitions taken from the Defense Forensics and Biometrics Agency’V&RPPRQ%LRPHWULFV9RFDEXODU\YHUVLRQGDWHG$SULO and Army Tactical Publication dated November See the glossary for more terms and definitions


	a Authoritative Source The primary Department of Defense DODapproved repository of biometric information on a biometric subject The authoritative source provides a strategic capability for access to standardized comprehensive and current biometric files within the DOD and for sharing biometric files with joint interagency and designated multinational partners The DOD may designate authoritative sources for various populations consistent with applicable law policy and directives

	E%LRJUDSKLF'DWD'DWDWKDWGHVFULEHVSK\VLFDODQGQRQSK\VLFDODWWULEXWHV of a biometric subject from whom biometric sample data has been collected These include full name age height weight address telephone number email address birth place nationality education level and group affiliations Also data covers employer security clearances and financial and credit history

	F%LRPHWULF'DWD&RPSXWHUGDWDDERXWDQLQGLYLGXDOFUHDWHGE\ELRPHWULF systems during an enrollment verification or identification process

	G%LRPHWULF)LOH7KHVWDQGDUGL]HGLQGLYLGXDOGDWDVHWUHVXOWLQJIURPRQHRU more biometric enrollments The biometric file is composed of the biological biographical and behavioral characteristics and contextual data

	H%LRPHWULF,GHQWLILFDWLRQ7KHDXWRPDWHGSURFHVVRIFRPSDULQJDVXEPLWWHG biometric sample against all biometric files one to manyto determine whether it matches any of the templates and if so return the identity of the individual whose file was matched




	f Collect The capability and or process to capture biometric samplesand related contextual data from a scene and or a biometric subject with or without his or her knowledge

	g Contextual Data Elements of biographic data and situational information who what when where how why etcassociated with a collection event and permanently recorded as an integral component of the biometric file

	h Enrollment The process of collecting contextual data and a biometric sample from a biometric subject converting the sample into a biometric reference and storing the data in the biometric system’sda tab ase for later comparison



Note A standard enrollment consists of a ten print slap two iris images and facial image capture Some enrollments depending upon the mission may be hasty in nature In these cases enrollments must include at least two fingerprints indexestwo iris images and required text fields See chapter III for the required text fields


	i Modality A type or class of biometric sample originating from a biometric subject For example face recognition fingerprint recognition iris recognition etc

	j Verification The one to one process of matching a biometric subject’s biometric sample against his her stored biometric file





The Biometric Process

7KH'2'ELRPHWULFSURFHVVUHOLHVRQILYHELRPHWULFDFWLRQVLHFROOHFW normalize match store and shareDQGWKUHHDQDO\WLFDORSHUDWLRQDODFWLRQVLH analyze provide and decide actthat together provide specific outputs to support operations Two of these actions collect and decide act require operator inputs to accomplish them while the other processes are automated By combining these actions the result is a much higher degree of certainty when identifying an individual or verifying a person’sid entity Figure depicts the DOD biometric process

[image: Figure, page 14]

Figure The Biometric Process


	a Collect Collect is the capability or process to capture biometric samples and related contextual data from a scene or subject with or without his her knowledge The collection begins with an operator who captures biometric VDPSOHVLHIDFLDOLPDJHILQJHUSULQWSDOPSULQWLULVLPDJHYRLFHSULQWRU DNA sampleand related contextual data from an individual with a tactical collection device Collection can occur at the point of an encounter or as the result of sharing from non DOD partners The objective is to collect standardized high quality biometric samples with the required biometric data The collection must be simple enough that any operator can complete it with minimal training and equipment Once the operator collects a biometric sample and contextual information and places the mina file the file is transmitted to the authoritative biometric database for matching The authoritative biometric database which receives the biometric file will acknowledge receipt of the transmitted information and notify the operator See chapter III for more information on biometric modality collection techniques

	Face Recognition A biometric modality that uses an image of the visible physical structure of a biometric subject’VIDFHIRUUHFRJQLWLRQ purposes

	aFacial images are collected using a camera and specialized software




	bFacial images are large files requiring a large amount of storage space and high bandwidth to transmit the mina timely manner










	cFacial recognition is not relied upon as a modality for matching at the tactical level but may prove useful when other biometric and contextual data is available

	Fingerprint Recognition A biometric and forensicmodality that uses the physical structure of a biometric subject VILQJHUSULQWIRUUHFRJQLWLRQ purposes

	aMost often operators use specialized lives can hardware and software to collect fingerprint images digitally Fingerprint images also FDQEHFROOHFWHGPDQXDOO\LHLQNDQGDSULQWILQJHUSULQWFDUG




	bCollecting the highest quality fingerprint image is critical and PLQXWLDHSRLQWVDUHWKHPRVWLPSRUWDQWIHDWXUHVXVHGLQILQJHUSULQW recognition




	cRolled fingerprint images are preferred because they capture more ILQJHUSULQWVXUIDFHDQGPLQXWLDHSRLQWVDOORZLQJIRUDJUHDWHUFKDQFH of a match being made against a previously collected and stored latent or live fingerprint




	dIndividual fingerprint images are relatively small files requiring less storage space and medium bandwidth to transmit in a timely manner




	eFingerprint recognition is not relied upon as a modality for matching at the tactical level but may prove useful when other biometric and contextual data is available




	Iris Recognition A biometric modality that uses an image of the physical structure of a biometric subject’sir is for recognition purposes

	aIris images are relatively small files requiring little storage space and low bandwidth to transmit in a timely manner




	bIris recognition is the primary modality for matching in a tactical environment




	DNA Matching A process used to identify individuals by characteristics of their DNA Also DNA matching is referred to as DNA profiling DNA testing or DNA typing

	aDNA samples consist of collected DNA molecules found in bodily IOXLGVHJVZHDWEORRGDQGVDOLYDwhich are quantified amplified separated and analyzed




	bDNA samples are generally collected and shipped to an authorized laboratory for analysis as DNA collection often requires specialized equipment




	cAlthough DNA matching is very accurate it is not used as a modality for matching at the tactical level




	Palm Print Recognition A biometric and forensicmodality that uses the physical structure of a biometric subject’VSDOPSULQWVIRUUHFRJQLWLRQ purposes




	D3DOPSULQWLPDJHVDUHFROOHFWHGWKURXJKDPDQXDOSURFHVVLHLQN and palm print cardand assist in latent sample matching Many latent samples are not fingerprints but prints from the sides of the hand or palms due to holding an item or building a particular device

	bPalm print images are large files requiring a large amount of storage space and high bandwidth to transmit in a timely manner

	cPalm print recognition is not relied upon as a modality for matching at the tactical level but may prove useful when other biometric and contextual data is available

	Speaker Recognition A biometric modality that uses a biometric subject’VVSHHFKDIHDWXUHLQIOXHQFHGE\WKHSK\VLFDOVWUXFWXUHRID biometric subject’VYRFDOWUDFWDQGWKHEHKDYLRUDOFKDUDFWHULVWLFVRIWKH biometric subject for recognition purposes Speaker recognition is sometimes referred to as voice recognition and is not the same as speech recognition which recognizes the words being said and is not a biometric technology

	aVoice samples are digitized recordings of an individual’VVSHHFK SDWWHUQVDQGLQIOHFWLRQV




	bVoice sample files are large requiring a large amount of storage space and high bandwidth to transmit in a timely manner




	cVoice sample collection requires specialized equipment and generally is collected in a controlled environment normally not available in the tactical environment




	dVoice recognition is not used as a modality for matching at the tactical level




	E1RUPDOL]H7KHSURFHVVRIWUDQVIRUPLQJELRPHWULFILOHVVRWKH\DUHLQD standard format and meet a specified level of quality This ensures biometric files can be used by DOD and other automated biometric systems

	Generally biometric systems can create normalized biometric files at the point of collection Typically normalization of a biometric file is an automated action of the DOD biometrics process requiring little to no human intervention




	Biometric data is automatically converted to a standardized biometric file used to match store or share with other DOD and non DOD partners




	F0DWFK7KHPDWFKDFWLRQEHJLQVZLWKUHFHLSWRIWKHFROOHFWHGVWDQGDUGL]HG biometric file Matching is the capability and or process to compare biometric data to link previously obtained biometrics and related contextual data to a particular identity for identification or verification Matching consists of either a one to one verificationor one to many identificationsearch Upon receipt of a positive match the operator may receive prompt feedback providing additional information on an individual to assist with the decide act action

	Verification In the case of a one to one match to verify an individual’s claimed identity the result will be in the form of a“yes”RU“QR”decision






associated with an underlying level of confidence A“QR”means the collected sample cannot be matched to any of the stored samples within the biometric files A“yes”means the sample matches one or more stored biometric samples on a particular individual Typically a verification decision is provided by the collection device The“yes”RU“QR”decision will be provided to the user who initiated the collection and transmitted it for verification


	Identification An operator or analyst located at the authoritative source can make an identification In the case of a one to many identification match the collection device will provide a“no match”“match”RU“multiple match”response With a“multiple match”response the final decision is left up to the operator on the ground the operator’sim mediate supervisor the tactical commander or otherwise detailed by the unit’VVWDQGDUG operating procedures SOPs

	Completed Process Once the matching process is complete the collected biometric sample and contextual data will be enrolled into a repository as a new biometric file or as an update to an existing file The enroll sub action occurs every time a one to many match result is negative except where restricted by law or policy The update sub action occurs every time an“identification”RU“verification”match result is positive except where limited by law or policy

	d Store Store is the capability and or process of enroll ing maintaining and updating biometric files to make available standardized current biometric samples and contextual data on biometric subjects All enrollments are stored on a collection device and need to be transmitted to the authoritative source per local SOP where they are maintained and updated for future use There are three types of biometric storage authoritative local trusted and local XQWUXVWHG

	Authoritative Source There are three primary United States US Government approved repositories for biometric information DOD’s Automated Biometric Identification System ABISDepartment of Homeland Security’V'+6’sIDENT and the Department of Justice’s DOJ’s1H[W*HQHUDWLRQ,GHQWLILFDWLRQ1*,Although the DOD primarily uses ABIS all three repositories screen biometric information There must be a communication path to access any of the repositories All biometric files will be enrolled within the appropriate authoritative source at the earliest possible opportunity except where limited by law policy or directive




	Local Trusted Source A local trusted source is a subset of the authoritative source and is established to accomplish a specific function within an operational mission Reasons for establishing a local trusted source might include insufficient network connectivity to provide immediate access to the authoritative source or an operational need for closed loop access If a match is not made against a local trusted source the file should be queried against the authoritative source for a match







	/RFDO8QWUXVWHG6RXUFH$ORFDOXQWUXVWHGVRXUFHLVDORFDOUHSRVLWRU\ of biometric files which have not been enrolled with an authoritative or local WUXVWHGVRXUFH,QPDQ\FDVHVORFDOXQWUXVWHGVRXUFHVDUHHVWDEOLVKHGIRU missions of short duration or to satisfy political policy or legal restrictions related to sharing biometric information Because of the potential XQUHOLDELOLW\RIWKHLULQIRUPDWLRQORFDOXQWUXVWHGVRXUFHVVKRXOGEHXVHG only when absolutely necessary

	H6KDUH6KDUHLVWKHFDSDELOLW\DQGRUSURFHVVWRWUDQVIHUVHQGDQGRU receivebiometric samplescontextual data match result and or associated information within the DOD and between DOD and other national international and nongovernmental organizations NGOsas appropriate and in accordance with applicable laws policies authorities and agreements For the purposes of this publication authorized sharing of biometric files is applied as follows

	Among DOD approved sources to ensure consistency across the enterprise




	Among the DOD interagency and multinational partners as appropriate




	Between the DOD and non DOD partners as appropriate




	I$QDO\]H$QDO\VLVFRQYHUWVGDWDWRDFWLRQDEOHLQIRUPDWLRQDQG recommendations as applicable to increase situational awareness and better understand possible courses of action It integrates information obtained from biometric enrollments and operational processes Analysis leverages both sources of data to support the decisionmaking process During analysis an individual’VELRPHWULFILOHLVOLQNHGWRDVVRFLDWHGLQIRUPDWLRQWRUHYHDOSDWWHUQV and determine disposition Simply knowing an individual’sen roll ment matches another enrollment may be of minimal value Analysis includes determining where the individual previously came in contact with friendly forces and any additional open source information or intelligence about the individual

	J3URYLGH3URYLGHLVWKHFDSDELOLW\DQGRUSURFHVVRITXHU\LQJYDULRXV repositories of associated information on individuals intelligence medical human resources financial security education law enforcement etcfor analysis purposes“Provide”is commonly referred to as reference

	K'HFLGH$FW'HFLGHDFWSURPSWVDFWLRQEDVHGRQDELRPHWULFILOH¶VPDWFK results and analysis of associated information The operator initially determines what to do with the individual at the enrollment site The analytical response enables the forward commander to make an informed decision regarding what action to take if any against the individual identified The decision to release detain or grant access to an individual is a key element of force protection and counterinsurgency operations The objective is to use biometrics to enable informed decisionmaking when it is combined with other sources of information





Databases

DOD maintains several key information systems which organize and store collected processed exploited and analyzed information and materials to support identity activities and analyses The two main systems are ABIS and biometric identity intelligence res our ceB,R a DOD ABIS ABIS is the primary authoritative database for biometric information collected on non DOD personnel throughout the course of operations ABIS contains fingerprints iris images facial images and palm prints collected through direct enrollments site exploitation activities direct multinational submissions and information shared by interagency and foreign partners This data is stored in an unclassified repository for comparison against future biometric collections In addition to the DOD data sources there are multiple authoritative databases available to support DOD biometric screening activities ABIS can share biometric files and associated information ZLWKRWKHUDXWKRULWDWLYHLQWHUDJHQF\GDWDEDVHVHJ'2-¶V1*,DQG'+6¶V IDENT

E%,5%,5LVDQDXWRPDWHGGDWDEDVHWKDWVWRUHVELRPHWULFDQGDVVRFLDWHG LQWHOOLJHQFHGDWDIURP'2'FROOHFWLRQGHYLFHV$QDO\VWVXVHWKH%,5WRROVHW to conduct analyses and develop intelligence reports supporting DOD and national missions The system is designed to provide the DOD intelligence FRPPXQLW\DQGFRDOLWLRQFRPPXQLWLHVZLWKDXWKRULWDWLYHKLJKSHGLJUHH biometrically baseline did entities and advanced tools and technologies necessary to analyze collaborate produce disseminate and share biometric identity intelli gen ceB IRis the primary mechanism used to develop and maintain the DOD biometrically enabled watchlist BEWLBiometric LQWHOOLJHQFHDQDO\VLVUHSRUWV%,$5VDUHFUHDWHGDQGVWRUHGRQ%,5%,$5V represent available biometric and all source data fused into an analyzed SDFNDJHDYDLODEOHIRUDQDO\VWVDQGZDUILJKWHUVWRDFFHVVYLD%,5





Chapter,, BIOMETRICS IN OPERATIONS




Introduction

Leaders play an integral part in implementing biometric capabilities by ensuring they are leveraged across the conflict continuum Units and organizations must understand how biometric data may be used globally across all components of the US Government and with international partners Leaders must also ensure biometric supported operations are not treated as“check the block”activities but as tools to safeguard national security interests Planning integrating and employing biometrics at the tactical level are accomplished in a deliberate manner which requires tactical staffs to consider how and when to employ these capabilities


Commander and Staff Tasks

The following leader and staff task considerations a represented as methods for a staff to integrate biometric capabilities into operations Depending on the unit and type of operation being conducted responsibility and assignment of tasks will be determined by the unit commander

Note As a best practice participate in applicable biometric working groups to synchronize operations



a Commander


	Provides direction on the intent and the requirement to integrate biometric capabilities into applicable operations

	Makes biometric collection a key task and part of the commander’s Intent

	Issues guidance to the staff for inclusion of biometrics capabilities during course of action development

	Complies with all laws or established policies on the collection sharing and using biometrics

	Exercises realistic expectation management for results from biometric HQUROOPHQWVLHWKHUHVXOWVIURPFROOHFWLRQDQGDQDO\VLVWDNHWLPH





bIn telligence Section


	Advises commanders on intelligence requirements related to biometrics

	Provides guidance on using biometrics for counterintelligence force protection and screening and human intelligence operations

	Ensures collected biometric enrollments are transferred to the appropriate database on a daily basis

	/HYHUDJHV%,5IRUELRPHWULFDOO\EDVHOLQHGLGHQWLW\GDWDWRGHYHORS intelligence products




	Monitors reported hits from the BEWL and ensure watchlist notifications and updates are disseminated to higher headquarters and subordinate units

	Synchronizes additions modifications and deletions of watchlist identities with the authoritative DOD BEWL

	Ensures biometric capabilities are included as part of the unit’s collection plan

	c Operations Section

	'HYHORSVDQGFRRUGLQDWHVXQLWSROLFLHVDQGSURFHGXUHVHJ623Vto guide biometrics enabled force protection measures




	Ensures biometric collection tasks are included as part of all planned operations




	Ensures disseminated DOD BEWL and local watch lists are uploaded into tactical collection devices by units according to the unit’V623V Ideally the BEWL should be updated on devices daily but may be updated weekly as the minimum standard




	Incorporates biometrics tasks into training see Paragraph Incorporating Biometrics into Training




	Coordinates training to support leader staff and individual biometric training requirements




	d Logistics Section

	Advises the commander on resourcing requirements with regards to biometrics equipment




	Ensures required consumable items are ordered or on hand to support subordinate units’biometric collection efforts




	Ensures maintenance support for tactical collection devices is established




	Ensures the maintenance status for tactical collection devices is reported in staff estimates




	Is responsible for equipment accountability serviceability and replacement




	e Communications Section

	(VWDEOLVKHVDQGPDLQWDLQVDFRPPXQLFDWLRQDUFKLWHFWXUHHJSRUWDEOH satellite communications capabilities Nonsecure Internet Protocol Router Network SECRET Internet Protocol Router Network Combined Enterprise Regional Information Exchange System CENTRIXSetcfor the tactical collection devices




	Incorporates biometrics collection devices into mission analysis and the primary alternate contingency and emergency communications plan




	Plans for degraded operations and data transfer in austere environments







	fLe gal Section

	Advises the commander of the legal considerations when using biometrics




	Reviews criteria for nominations to the BEWL and the associated planned actions for encounters to ensure compliance with applicable laws






Note An example of a legal constraint is the recent addition of biometric capability use in counterdrug operations in the Western hemisphere The use of biometric data is restricted to a narrow scope of non US persons aboard vessels interdicted in international waters that are treated without nationality and suspected of or engaged in illicit activities see Biometrics-at-Sea: Business Rules for South Florida for more information


	J,QVWDOODWLRQ%DVH)RUZDUG2SHUDWLQJ%DVH&RPPDQGHU

	Establishes and executes an installation access control program supported with biometrics and BEWL capabilities




	Establishes the adjudication authority for access








'2'%(:/


	a The DOD BEWL is aca teg or ical listing of persons of interest that were vetted through a nomination process managed by the DOD BEWL manager Army National Ground Intelligence Center7KHFDWHJRULFDOOLVWLQJSURYLGHV contextual data for decisionmaking when encountering and biometrically identifying an individual on the watchlist These categories are grouped in the following focus areas Individuals may have multiple categories associated with them

	Criminal




	Force protection




	Forensics




	-RLQWWDVNIRUFH-7)or command specific




	Mission area specific




	National directives




	Organizational persons of interest




	:DQWHG




	E7KHIRFXVDUHDPRVWFRPPRQO\VHHQE\WKHFROOHFWRURQWKHJURXQGLV-7) or command specific a subset list of categories from the DOD BEWL This -7)%(:/SURYLGHVFOHDUGLUHFWLYHVIRUDFWLRQVWDNHQZKHQHQFRXQWHULQJDQG biometrically identifying individuals During the enrollment or identification process the collection device provides notification to the operator that the individual is on the BEWL and directs an action The primary actions are detain question deny access or privileges or track movement

	F-7)FRPPDQGHUVZLOOGHWHUPLQHFULWHULDIRUDSSO\LQJWKHDFWLRQEDVHG categories taking into account applicable rules of engagement and host nation laws




	At a minimum nominations to all categories must have a biometric VDPSOHLHILQJHUSULQWVLULVLPDJHVRUIDFLDOLPDJH

	Nomination of US persons must meet retention requirements found in Executive Order United States Intelligence Activities as amended

	G1RPLQDWLRQVWRWKH'2'%(:/PXVWPHHWWKHIROORZLQJPLQLPXPFULWHULD for the specific categories to which the individual is nominated

	Probability of threat iep lace ment capability motivation etc




	Known or suspected inten teg comments der oga tory reporting etc




	&LUFXPVWDQWLDOIDFWRUVHJDVVRFLDWLRQVFULPLQDODFWLYLW\PLVFRQGXFW HWF




	Suspicious activity




	Medical reasons




	H8SRQHQFRXQWHULQJDQLQGLYLGXDOLQVWUXFWLRQVIRUDFWLRQVDUHSURYLGHGE\ the information uploaded in the collection device





Networks Connectivity and Data Transmission

For biometric collection screening and enrollment to be successful the biometric data must move from the point of collection to an authoritative source for processing comparison and storage see Figure Biometrics Data FlowThe method of data movement will depend on mission and availability of communications The following are the two primary means of data transmission


	a Web Based Portal The DOD has various web based portals for transferring biometric data and information to appropriate entities for processing comparison and analysis These portals are available on unclassified and classified networks and in some instances the North Atlantic Treaty Organization’V%DWWOHILHOG,QIRUPDWLRQ&ROOHFWLRQDQG([SORLWDWLRQ System When required the portals can be accessed through an operation VSHFLILFQHWZRUNHJ&(175,;6The portals are broadly accessible through multiple communication links including local area networks LANs and Broadband Global Area Networks However bandwidth issues can be significant limiting factors especially in non and semi permissive and austere environments Planners should ensure the unit communications officer granted the authority to operate one or both of these portals on the theater based network and the appropriate Service level agreements are in place for each of the authoritative repository management organizations

	bDe dic ated Server Architecture A few primary collection systems within the '2'RSHUDWHHQWLUHO\RIIWKHLUV\VWHPVSHFLILFLQIUDVWUXFWXUHRIVHUYHUVLH Biometrics Automated Tool setThese servers operate in a distributed fashion from a central hub ensuring stored data is continuously synchronized The central hub provides the connection to DOD’VDXWKRULWDWLYHELRPHWULFV repositories which in turn manage automated information exchanges with interagency repositories These systems can provide robust support in confined theaters with a well developed communications network however they can require significant manpower to maintain and service
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Figure Biometric Data Flow



Planning and Integrating Biometrics Capabilities in Operations


	a Mission Types

	The specific mission types described in this chapter are NOT all inclusive as some missions may fall under multiple operational categories




	Depending on the mission employing biometrics capabilities can enhance the commander’VHIIHFWLYHQHVVLQFRQGXFWLQJRSHUDWLRQV7KHILYH following operational categories provide biometrics integration aspects that staff members should consider as they conduct their planning

	aCombat Operations

	x&KHFNSRLQWRU&RUGRQDQG6HDUFK(QDEOHVLGHQWLILFDWLRQRI individuals and enrollment of unknown individuals




	x7DUJHWHGRU5DLG3URYLGHVLGHQWLW\FRQILUPDWLRQRINQRZQ targets associates and casualties







	bSupport Operations

	x&RXQWHUQDUFRWLFV,GHQWLILHVSHUVRQVLQYROYHGLQPDQXIDFWXULQJ transporting and distributing narcotics












0$< $730&53-1773$)773&*773


	x Counter piracy Identifies parties involved in piracy and tracks their movement

	x Detainee Operations Provides identity verification and tracking throughout the detainee management process

	x Census Operations Provides general population enrollment in combat zones or areas of interest to populate databases

	cHumanitarian Assistance

	x Manage Humanitarian Aid Ensures the right individuals receive the right aid and do not“double dip”




	x Population Management Identifies and monitors local population movement




	x Noncombatant Evacuation Operations Identifies tracks and relocates evacuees




	x Medical Operations Identifies patients to properly account for resources ensure they receive appropriate treatment and families DUHUHXQLWHGDIWHUDGLVDVWHU




	dBorder Control

	x Undocumented Individuals Interdiction Biometrics enrollment allows identification and tracking of unknown or wanted persons




	x Entry Control Verifies the identity of individuals crossing borders




	x Maritime Alien Migrant Interdiction Operations Collects biometrics at sea to process individuals and make prosecution or repatriation decisions




	eForce Protection

	x Base Access Identifies persons who desire access to a given facility base or port turns away those who have been denied access and det a ins persons who are linked to a criminal or terrorist incident




	x Personnel Vetting Screens employed persons and local nationals providing contract services which aids in the vetting processenhances operational area security and denies access to undesirable personnel and limits the flow of funds to insurgent and terrorist groups




	fPersonnel Recovery Operations This includes authenticating isolated personnel during personnel recovery operations These include the following examples

	x Biometric information of isolated personnel and perpetrators of the isolating event




	x Latent samples







	x&RPSXWHUPHVVDJHV

	x0HVVDJHVOHIWEHKLQG

	x%HKDYLRUDODQDO\VLVRIWKHODVWNQRZQORFDWLRQRIWKHLVRODWHG personnel ies oil samples toolmarks or casts of impressions

	E%LRPHWULFV(PSOR\PHQW&RQVLGHUDWLRQV

	Biometrics collection by tactical units may be subject to legal parameters international agreements or other arrangements between the US and other countries Command guidance will direct the appropriate implementation of these capabilities which must be clearly articulated to subordinate units to ensure operations are conducted according to legal guidelines




	Remember proper site selection for biometrics enrollment during dynamic operations can impact the mission Time personnel and communication requirements must be considered to ensure proper execution and commitment of resources




	Select a location that supports the flow of personnel type of operation security risks biometrics tasks expected number of operators and HQUROOHHVXVHUFLUFXPVWDQFHVH[LVWLQJGDWDDQGW\SHDQGDPRXQWRI equipment




	Select a location that reduces the environmental impacts of dust sunlight and other factors that can limit or prevent the successful biometrics collection because they may interfere with the equipment s ability to accurately record data




	Work closely with local leaders in the area of operations and gain acceptance and support of biometrics enrollment operations If possible ensure a trained female operator is available to facilitate working with IHPDOHHQUROOHHV




	Refer to Chapter III Biometric Collection and appendices for additional information








Incorporating Biometrics into Training

Units should conduct training according to Service specific requirements ensuring all members of the command understands their roles and responsibilities in the biometrics process The following are training considerations


	a Leader Training Doctrine and tactics training for leaders and key personnel include

	Biometrics capabilities as force multipliers and the impact on operations and force protection




	Specific tasks that maximize the use of biometric capabilities to enhance missions




	Biometrics capabilities and incorporating their use during assessments planning and operations







	,QIUDVWUXFWXUHUHTXLUHPHQWVHJFRPPXQLFDWLRQVIDFLOLWLHVHWFand logistical support

	Principles to understand the DOD BEWL categories and nomination procedures

	b Individual Training Most operations provide the opportunity to collect biometrics When operators are trained on biometrics collection equipment they become faster and more efficient This equates to a high quality and quantity of enrollments Tasks for initial and sustainment training include

	Preparing the collection device for operation




	Collecting biometrics




	Acting on identification and watchlist alerts




	Transferring data for enrollments and watch lists






Note For the latest training materials visit the milSuite Biometrics Training PLO:LNLDWKWWSVZZZPLOVXLWHPLOZLNL%LRPHWULFVB7UDLQLQJ$&RPPRQ$FFHVV Card is required c Collective Training Integrate biometrics capabilities into collective training events that include role players and provide opportunities for collections identifications verifications and enrollments





Chapter,,, BIOMETRICS COLLECTION


0RGDOLWLHV

Note Operators can collect biometric data from deceased personnel to verify their identity This may present certain challenges based on what equipment sets are available and the condition of the remains


a Facial Images

This is the first of four primary biometric modalities collected in support of operations The following is required to ensure facial images are properly collected


	Use a clean and neutral background without additional personnel maps equipment vehicles vessels etc

	Do not allow the person to wear glasses or any other items obscuring the area being photographed The person may choose to expose only the DUHDIURPHDUWRHDUDQGKDLUOLQHWRFKLQLHWKH\GRQRWKDYHWRUHPRYHD he addressThere are no constraints on cos met ics

	Include the subject’sim age from the top of the head to the bottom of WKHQHFNLQFOXGLQJWKHHDUVHJSDVVSRUWRULGHQWLILFDWLRQFDUGVL]HG photosSee figure for proper alignment and orientation of facial images Criminal enrollment requires photos that include front right and left profiles and right and left degree angled images
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Figure Proper Alignment and Orientation of Facial Images


	Ensure the subject’VIDFHLVIUHHRIVKDGRZVDQGLVQRWLQGLUHFWOLJKW Improper lighting will create shadows and direct light will create a shine on the subject’VIDFH

	Ensure the camera is level and the subject’VIDFHLVSRVLWLRQHGVWUDLJKW and postured toward the camera to ensure a useful front facing photograph Generally have the camera lens at the subject’VQRVHKHLJKW to prevent distortion

	Capture profile pictures with the subject’VKHDGIDFLQJLQWKHGLUHFWLRQ of the body

	To capture a subject’sfa cial image during low light conditions or at night supplemental light sources should be placed approximately



degrees off the center of the subject’VIDFHDQGSRLQWHGDWWKHVXEMHFW’s chest b Electronic Fingerprint Collection A proper fingerprint should be complete free of smears and show friction ridges See figure for an example of a proper rolled and slap fingerprint The following is required to ensure proper fingerprint collection

Note A tactical enrollment is a DOD Flat Print Rap Sheet Search requiring a full ten print collection and contextual data


	Ensure the subject’VILQJHUVDQGFROOHFWLRQVXUIDFHDUHFOHDQSULRUWR collection Excessive dirt grease and dryness of the print area will likely UHVXOWLQDQXQUHDGDEOHILQJHUSULQWFDSWXUH7KHIROORZLQJLVLQIRUPDWLRQ about the silicone pla ten

	aClean the fingerprint capture device to remove residual fingerprint images dirt oils and other debris Use the appropriate method for the device




	bThe silicone pla ten increases the intimate contact area for friction ridge image capture The silicone surface enables easily and rapidly capturing fine worn and dry finger ridge detail




	Maintain control of the subject’VILQJHUXVLQJVOLJKWDQGFRQVLVWHQW pressure for a slap or rolled fingerprint Look at the print on screen to ensure it is clear See figure for a method to control the subject and figure for a proper display using the Secure Electronic Enrollment Kit I I SEE.,,
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Figure Proper Finger Control for a Two FingerS lap
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Figure Rolled Print Four FingerS lap Print and Single Flat


	When collecting rolled fingerprints roll the subject’VILQJHUIURP knuckle into knuckle out and from nail into nail out i efr omt he subject’s uncomfortable position to comfortable positionThumbs are rolled towards the subject’VERG\ZKLOHILQJHUVDUHUROOHGDZD\IURPVXEMHFW’VERG\ Rolled prints are always preferred and should be collected whenever possible

	F,QN3DOP3ULQW&DSWXUH7KHSDOPSULQWFDUGLVDVXSSOHPHQWWRWKHFULPLQDO or civil fingerprint card and is not intended to standalone from the actual fingerprint card Palm prints should be complete free of smears and show friction ridges Figures–demonstrate the proper locations to ink the palm and proper palm captures on the palm print and supplemental palm print cards



Note This modality is primarily collected at detention facilities Refer to the facility’s SOP for more procedures on using this method

&ROOHFWSDOPSULQWVXVLQJEODFNUROOHULQNDQ)%,)RUP)'3DOP Print Cardand an FBI Form FDa Standard Supplemental Fingerprint Finger and Palm Print CardEach palm will require its own set of cards

Note Operators must be trained and proficient in collecting wet ink finger printing for this to be a viable option


	Ensure the subject’VILQJHUVDQGFROOHFWLRQVXUIDFHDUHFOHDQSULRUWR collecting palm prints Excessive dirt grease or dryness of the print area PD\UHVXOWLQDQXQUHDGDEOHSULQW

	Complete a palm print card as follows

	aRoll a coat of black ink along the writer’VSDOPRIWKHKDQGDOVR called the uln ars ideas in figurefrom the base of the wrist to the fingertip and roll writer’VSDOPLPSUHVVLRQZLWKLQWKHFDSWXUHEORFN




	bRoll a coat of ink on the index finger and capture a print in the appropriate block This print will match and verify the palm print with the ten print fingerprint card







	cRoll a coat of ink on the entire palm and fingers from the base of wrist to the fingertipscapturing a print in the appropriate box Ensure the captured print mirrors the palm illustration in the capture box

	dComplete the back of the card by rolling fingers in the same manner used on ten print cards

	eRepeat for the other palm



1RWH7RDYRLGVPXGJLQJFRPSOHWHSDOPSULQWVRQERWKKDQGVRQWKHVDPHVLGH of the cards prior to rolling prints on the reverse side of each card
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Figure Ink Palm Capture Areas
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Figure Hand with Basic Ink Regions
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Figure Ink Palm Capture


	Complete the supplemental finger and palm print cards as follows

	aSelect the left or right hand and check appropriate box




	bInk the appropriate portion of the palm




	cCapture the print oriented in the direction of the text and hand imagewithin each capture block Each impression must be captured fully within the box provided in a vertical upright position




	dCapture the impressions for each digit fully rolled left edge flat and right edge






Note All digits must be captured in the following sequence fully rolled left edge flat right edge contain impressions of the distal medial and proximal portions of each finger

Repeat the process for opposite hand
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Figure Ink Supplemental Finger and Palm Capture d Iris Their is is the colored area of the eye The captured image should show their is and pupil to the maximum extent possible with no glare obscuring any part of their is See figure for an example of a proper iris image The following are required to ensure proper collection of an iris capture
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Figure Proper Iris Image


	Remove any obstructions from the subject’sir is including glasses FRQWDFWOHQVHVH\HODVKHVKDLUHWF

	Place the subject so you can view the display on air is capture device and ensure the image captures at least of their is See figure for proper position for SEEK I Iir is captures
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Figure Iris Capture with SEEK I I


	Ensure the subject’VH\HOLGVDUHRSHQWRWKHPD[LPXPH[WHQW possible

	Have subjects open their eyes wide and remain still to avoid excessive eye movement

	Avoid direct light that may place agl are over their is

	H9RLFH6DPSOH&ROOHFWLRQ

	Voice is a biometric modality based on the measurable physical characteristics of an individual’VYRLFHDQGFDQYHULI\RUUHIXWHDQLGHQWLW\




	9RLFH,GHQWLW\%LRPHWULFV([SORLWDWLRQ6HUYLFHV9,%(69,%(6LVD means of providing tactical speaker identification and exploitation of collected voice samples It provides web based and mobile device applications that support the collection and submission of voice samples to WKH9,%(6VHUYHUIRUELRPHWULFYRLFHPDWFKLQJ9,%(6FDQSURYLGHLQVLJKW into who is communicating with whom where individuals and groups are and have been over time and associations among individuals and specific DFWLYLWLHVRUHYHQWV9,%(6FDQEHXVHGLQFRRSHUDWLYHQRQFRRSHUDWLYHRU standoff modes to recognize individuals without regard for the communications channel used the language spoken or the truthfulness of speaker dialog to quickly identify individuals




	Voice recognition can support personnel recovery force protection site exploitation and civil engagement missions




	I'1$'1$PD\EHREWDLQHGIURPDQLQQHUFKHHNRUERGLO\IOXLGV'1$LV very sensitive to contamination which would make the samples useless If possible secure DNA samples in clean sterile container immediately after collection The collector should ensureD NAis properly collected by using the following directions




	Wear latex gloves to avoid contact with the sample Do not let samples come in contact with each other and change gloves after each individual sample

	8VHDVWHULOHEXFFDOFKHHNswab to collect a sample from the subject’VLQQHUFKHHNRURWKHUVRXUFHIRUERGLO\IOXLGVHJEORRGUse the swab on only one person If swabbing the cheek tear off one end of the packaging remove the swab and keep the packaging Insert the swab against the inside of the individual’VFKHHN0RYHWKHVZDEXSDQGGRZQ while gently rolling the swab against the cheek for at least seconds Collect minimal saliva See figure
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Figure Cheek Swab


	Try to collect bodily fluids from an uncontaminated area on the subject’VERG\

	If time permits allow the sample to dry in open air for one minute before placing it in a container Avoid putting the sample into a plastic bag or returning the swab to a culture media tube to prevent degradation due to moisture which exacerbates mold fungus or bacterial growth Instead put the evidence into a clean paper bag envelope or the original paper swab packaging Line the container with a blank sheet of paper to prevent fluids from leaking through on to other samples Place only one individual’s sample in a container to avoid cross contamination Use tape not staples to secure the container Store DNA samples in a cool dark dry place until shipped When sending DNA samples to a lab always use paper products to ship the samples This allows continued drying of the sample Follow the unit’V623IRUVKLSSLQJ'1$VDPSOHVWRDODE





Biographic and Contextual Data


	a The collector should enter accurate and complete information

	b Names and places should be spelled out phonetic ally and written in the most accepted manner or based on a trans lite ration guide Adherence to a trans lite ration guide is crucial as it enables name searching within intelligence databases




	F0DQGDWRU\HQWULHVIRUWKHELRJUDSKLFDQGFRQWH[WXDOGDWDDUHLQGLFDWHGLQ the following list As the situation and guidance dictate add the information in the optional fields based on the type of enrollment conducted

	Mandatory entries

	aName




	E3HUVRQW\SHHJHQHP\SULVRQHURIZDUKRVWQDWLRQKLUHHWF




	F5HDVRQSULQWHGHJGHWDLQHHGHWDLQHHYLVLWRUEDGJHHWF




	dDate printed




	eCountry of birth




	fDate of birth




	gGender




	K5DFH




	iHeight




	jWeight




	kHair color




	lEye color




	mDate of arrest only mandatory if completing a criminal enrollment







	Optional Entries

	aIdentification num be reg passport national identification detainee number etc




	bPhone number




	cOccupation




	dPlace of residence




	eFamily members’names




	fMarital status




	gOrganization member ships




	hOther names used




	L/RFDWLRQRIHQFRXQWHUHJ*OREDO3RVLWLRQLQJ6\VWHPFRRUGLQDWHV military grid reference system grid location or description of enrollment site











Alternative Biometrics Collection Methods

In the event of electronic biometrics collection device failure consider the following methods for biometrics collection


	a Facial Image Capture

	$VWDQGDUGGLJLWDOFDPHUDFDQFDSWXUHDKLJKTXDOLW\IDFLDOLPDJHLH greater than mega pixels







	Tips for successfully taking facial recognition images include the following

	aUse a flash




	bUse a midrange zoom setting to avoid optical distortion




	cShow a capture tag or name




	dShow ears clearly




	eRemove glasses




	fPosition the camera at the subject’VQRVHKHLJKWIRU$//LPDJHV




	gAvoid causing the subject to squ int use a fill flash if necessary






Note Using a personal digital camera may be prohibited in the area of operation


	E )LQJHUSULQWV

	Fingerprints can be collected using a black ink pad and a ten print card LHDFDUGVSHFLILFDOO\GHVLJQHGIRUFDSWXULQJLQNHGILQJHUSULQWVD)HGHUDO %XUHDXRI,QYHVWLJDWLRQFDUGVXFKDV)%,)RUP)'$UUHVWDQG Institution Fingerprint Cardor a tactical ten print slap cardSee figures and for an example of a wet ink capture set and a slap card UHVSHFWLYHO\5HIHUWRFKDSWHU,,,SDUDJUDSKEIRUILQJHUSULQWFROOHFWLRQ techniques and illustrations






Note Operators should be trained and proficient in collecting ink fingerprints for this to be a viable option
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Figure Ink Print Capture Card

1RWH2QO\IROGILQJHUSULQWFDUGVDORQJWKHOLQHVWRSUHYHQWVPXGJLQJSULQWV
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Figure Tactical Ten Print Slap Card


	When electronic and ink methods are unavailable a plain fingerprint impression can be obtained by performing the following steps

	aRecord on a white piece of paper the name of the subject time and date with the grid location on either bottom corner of the paper




	bFold the paper in half




	cHave the subjects wipe their finger slightly across the side of their nose with both hands at least three times to pickup the oil on the skin




	dHave the subjects run their hands through their hair three times to pickup the oil in the hair




	eHold the folded paper and have the subjects press their fingertips from both hands on to the paper making sure to get the tips of the ILQJHUVLHRQHIRXUWKLQFKEHORZWKHILUVWMRLQW




	c Iris There is no approved alternative collection method for an iris image

	G '1$

	,IVWHULOHEXFFDOVZDEVDUHXQDYDLODEOHXVHDVPDOOVWHULOHJDX]HSDG or sterile commercial cotton swab to swab the inside of the mouth to capture a viable DNA sample




	If using a sterile cotton swab either swab the individual with both ends of it or indicate on the packaging or swab which end was used to collect the sample






The collection source should be placed back in its packaging or sealed LQDQRQSODVWLFFRQWDLQHUIRUWUDQVSRUW6HHFKDSWHU,,,SDUDJUDSKIIRU more information

Note There is no alternate collection for a voice sample




H&RQWH[WXDO'DWD


	If there are any biometrics collected using the alternative methods properly link the contextual information and biometrics record

	6HHFKDSWHU,,,SDUDJUDSKFIRUVSHFLILFH[DPSOHVRILPSRUWDQW contextual data needed to support a complete biometrics enrollment







Appendix A DEPARTMENT OF DEFENSE APPROVED BIOMETRIC SYSTEMS


Secure Electronic Enrollment Kit I I SEEK I I


	a Function SEEK I I pictured in figurecollects fingerprints iris images facial photos and biographical and contextual data of persons of interest and matches fingerprints and iris images against an internal biometrically enabled watchlist

	bDe script ion It is a lightweight multimodal collection and matching device compatible with the Department of Defense Automated Biometric Identification System compliant with current software standards and fully operational in direct sunlight
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Figure SEE.,,



F(TXLSPHQW'DWD


	Dimensions inches inPLOOLPHWHUVPPE\LQPPE\ LQPP

	:HLJKWSRXQGVOEVNLORJUDP

	2SHUDWLQJ7HPSHUDWXUH5DQJHGHJUHHV)DKUHQKHLW)WR GHJUHHV)GHJUHHV&HOVLXV&WRGHJUHHV&

	7ZRJLJDE\WHV*%VRIG\QDPLFUDQGRPDFFHVVPHPRU\'5$0




	6L[W\IRXU*%VROLGVWDWHIODVKGULYHUHPRYDEOHZLWKWRROV

	%DFNOLWIXOO4:(57<NH\ERDUGZLWKULJKWDQGOHIWPRXVHEXWWRQVDQG touch pad cursor control

	0LFURSKRQHDQGVSHDNHU

	7ZRKRWVZDSSDEOHYROW$KDPSHUHKRXUrechargeable Lithium ion batteries with hours of operation for each battery which have a pushbutton charge indicator

	:L)L%*%OXHWRRWK*RSWLRQDO

	(WKHUQHW5-

	Dual iris capture

	$PHJDSL[HO;0XJ6KRW&DPHUDZLWK/(' illumination torch and flash

	Fingerprint scanner with two fingers can and rolled fingerprint collection




Biometrics Automated Tool set–$UP\%$7$


	a Function The BAT A figurecollects fingerprints iris scans facial photos and biographical information from persons of interest for entry into a searchable database

	b Description The BAT A consists of a laptop computer and separate peripherals for collecting biometrics The tool set connects to any computer server geographically distributed across an area of operations that store biometrics data The tool set system is used to identify and track persons of interest and to document and store information about them such as interrogation reports It is compatible with the SEEK I I device
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Figure %$7$


	F(TXLSPHQW'DWD

	:HLJKW8SWROEV




	2SHUDWLQJ7HPSHUDWXUH5DQJHGHJUHHV)WRGHJUHHV) GHJUHHV&WRGHJUHHV&




	8SWR*%RI'5$0




	*%KDUGGULYH




	Microphone and speaker with voice capture capability




	:L)L%*%OXHWRRWK




	(WKHUQHW5-




	Dual and single iris capture




	Three mega pixels;combination camera and iris image collection




	Fingerprint scanner with four fingers lap and rolled fingerprint collection
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$SSHQGL[% BIOMETRICS PLANNING CHECKLIST

Identify the amount of equipment needed for unit or base operations

Unit location and personnel to maintain the biometrics devices including username and password

Watchlist updated by whom and when

The device is fully functional with a full battery charge and checked as part of the mission pre brief


Within the Pre brief


	o Verify the team has appropriate username and passwords

	o Verify the team can operate the device

	o Provide a recommendation of when to employ the device based on the WDVNLHHQWU\FRQWUROSRLQWSDWUROTXLFNUHDFWLRQIRUFH

	o Establish criteria for individuals you can enroll identify

	o Provide examples of an incident report

	o Identify actions that should be taken after watchlist match notification



Collect the biometrics devices as apart of the debriefing process


	o Identify how many enrollments were completed

	o Identify how many incident reports were completed

	o Export data and transfer it to a server or portal

	o Charge batteries



Check the quality of biometric enrollments




$SSHQGL[& BIOMETRICS COLLECTION CHECKLIST

7KHWDFWLFDOFROOHFWLRQGHYLFH7&'batteries are fully charged

7KH7&'LVIXOO\RSHUDWLRQDO

At least two Servicemembers are trained on the device and have DFFHVVHJFXUUHQWXVHUQDPHVDQGSDVVZRUGV

7KH7&'KDVWKHFXUUHQWELRPHWULFDOO\HQDEOHGZDWFKOLVW%(:/

Actions upon encountering a BEWL hit

All deceased individuals if possible may be identified If there is a positive match on the BEWL or a previous enrollment appears indicate deceased within the incident report

5HWXUQWKH7&'DQGQRWLI\OHDGHUVKLSRI%(:/KLWVDQGWKHQXPEHURI HQUROOPHQWV
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PART,–ABBREVIATIONS AND ACRONYMS

$

$%,6 automated biometric identification system

$K ampere hour

$/6$ AirLand Sea Application

%

%$7$ Biometrics Automated Tool set Army %(:/ biometrically enabled watchlist

%,5 biometric identity intelligence resource %,$5 biometric intelligence analysis report

&

& Celsius

&' , Combat Development and Integration

&(175,;6 Combined Enterprise Regional Information Exchange

System

'(

'+6 Department of Homeland Security

'1$ deoxyribonucleic acid '2' Department of Defense '2- Department of Justice

'5$0 dynamic random access memory

)

) Fahrenheit

*

*% JLJDE\WH

+

+40& Headquarters Marine Corps

,

LQ inch

-.

-7) joint task force

/

0$< $730&53-1773$)773&*773

OE pound

PP millimeter

0773 multiService tactics techniques and procedures

12345

NATO North Atlantic Treaty Organization 1*, Next Generation Identification 1*2 nongovernmental organization

1:'& Navy Warfare Development Command

6((.,, Secure Electronic Enrollment Kit I I 623 standard operating procedure

7&' tactical collection device

TRADOC Unites States Army Training and Doctrine Command

773 tactics techniques and procedures

86 United States

USCG United States Coast Guard

9:;<=

9,%(6 Voice Identity Biometrics Exploitation Services




PART,,–TERMS AND DEFINITIONS

DUFK ²$IULFWLRQULGJHSDWWHUQLQZKLFKWKHIULFWLRQULGJHVHQWHUIURPRQHVLGH make arise in the center and exit on the opposite side The pattern will contain no true delta point Source DOD Biometrics Enterprise Architecture IntegratedY&RPPRQ%LRPHWULF9RFDEXODU\&%9Y automated biometric identification system ²*HQHULFWHUPIRUDQ\DXWRPDWHG ELRPHWULFLGHQWLILFDWLRQV\VWHP$OVRFDOOHG$%,66RXUFH&%9Y biographic data ²'DWDWKDWGHVFULEHVSK\VLFDODQGQRQSK\VLFDODWWULEXWHVRID biometric subject from whom biometric sample data has been collected For example full name age height weight address employers telephone number email address birth place nationality education level group affiliations also data such as employer security clearances financial and FUHGLWKLVWRU\6RXUFH&%9Y


	biometrics ²$JHQHUDOWHUPXVHGDOWHUQDWLYHO\WRGHVFULEHDFKDUDFWHULVWLFRUD process As a characteristic the measure of a biological anatomical and physiologicaland or behavioral biometric characteristic that can be used for automated recognition As a process Automated methods of recognizing an individual based on the measure of biological anatomical and physiological DQGRUEHKDYLRUDOELRPHWULFFKDUDFWHULVWLFV6RXUFH&%9Y

	Biometric Automated Tool set ²$PXOWLPRGDOELRPHWULFV\VWHPWKDWFROOHFWV stores and shares fingerprints iris images and facial photography It is XVHGWRHQUROOLGHQWLI\DQGWUDFNSHUVRQVRILQWHUHVWEXLOGGLJLWDOGRVVLHUV on individuals that can include attached digital images documents and a wide variety of reports such as biographic contextual relationship and interrogation reports BAT A has an internal biometric signature search match capability and can be configured into either a mobile or KDQGKHOGFRQILJXUDWLRQ$OVRFDOOHG%$7$6RXUFH&%9Y

	biometric capture device ²$GHYLFHWKDWFROOHFWVDVLJQDOIURPDELRPHWULF FKDUDFWHULVWLFDQGFRQYHUWVLWWRDFDSWXUHGELRPHWULFVDPSOH6RXUFH&%9 Y

	biometric capture process ²3URFHVVRIFROOHFWLQJRUDWWHPSWLQJWRFROOHFW signals from a biometric characteristic and converting them to a captured ELRPHWULFVDPSOH6RXUFH&%9Y

	biometric characteristic ²$ELRORJLFDODQGRUEHKDYLRUDOFKDUDFWHULVWLFRID biometric subject that can be detected and from which distinguishing repeatable biometric features can be extracted for the purpose of automated UHFRJQLWLRQRIELRPHWULFVXEMHFWV6RXUFH&%9Y

	biometric data ²&RPSXWHUGDWDDERXWDQLQGLYLGXDOFUHDWHGE\ELRPHWULF systems during an enrollment verification or identification process Source ATP

	biometric database ²$FROOHFWLRQRIRQHRUPRUHFRPSXWHUILOHV)RUELRPHWULF systems these files could consist of biometric sensor readings templates PDWFKUHVXOWVUHODWHGELRPHWULFVXEMHFWLQIRUPDWLRQHWF6RXUFH&%9Y

	ELRPHWULFLGHQWLILFDWLRQ² The automated process of comparing a submitted biometric sample against all biometric files one to manyto determine whether it matches any of the templates and if so return the identity of the individual whose file was matched Source ATP

	biometric identity ²$ELRPHWULFLGHQWLW\LVHVWDEOLVKHGZKHQDELRPHWULF samplesis used instead of a name to identify a Person of Interest POI The biometric identity may consist of the results of one or more biometric HQFRXQWHUVIRUWKHVDPHLQGLYLGXDO6RXUFH&%9Y

	biometric identity intelligence resource ²$QDXWRPDWHGGDWDEDVHWKDWVWRUHV biometric and associated intelligence data from DOD collection devices $QDO\VWVXVHWKH%,5WRROVHWWRFRQGXFWDQDO\VHVDQGGHYHORSLQWHOOLJHQFH




	reports supporting DOD and national missions The system is designed to provide the DOD intelligence community and coalition communities with DXWKRULWDWLYHKLJKSHGLJUHHELRPHWULFDOO\EDVHOLQHGLGHQWLWLHVDQG advanced tools and technologies necessary to analyze collaborate produce disseminate and share biometric identity intelligence Also called %,56RXUFH&%9Y

	biometric information ²3URYLGHVDSDUWRIWKHRYHUDOOLQWHOOLJHQFHSLFWXUHDQG helps to confirm or deny identities of combatants and noncombatants in the area of operations Biometric information is fused with other information and intelligence to develop all source intelligence Source ATP

	biometrics enabled intelligence ²7KHLQWHOOLJHQFHGHULYHGIURPSURFHVVLQJ biologic identity data and other all source for information concerning persons of interest Also called BE,-P

	biometrically enabled watchlist ²$Q\OLVWRISHUVRQRILQWHUHVWVZLWK individuals identified by biometric sample instead of by name and the desired recommended disposition instructions for each individual Source &%9Y

	biometric sample ²$ELRORJLFDOVSHFLPHQRUDUHSUHVHQWDWLRQHJGLJLWDO analog etcof biometric characteristics prior to biometric feature extraction 6RXUFH&%9Y

	biometric subject ²$QLQGLYLGXDOIURPZKLFKELRPHWULFVDPSOHVZHUHFROOHFWHG 6RXUFH&%9Y

	collect ²7KHFDSDELOLW\DQGRUSURFHVVWRFDSWXUHELRPHWULFVDPSOHVDQGUHODWHG contextual data from a biometric subject with or without his or her NQRZOHGJH6RXUFH&%9Y

	contextual data ²(OHPHQWVRIELRJUDSKLFGDWDDQGVLWXDWLRQDOLQIRUPDWLRQZKR what when where how why etcassociated with a collection event and SHUPDQHQWO\6RXUFH&%9Y

	Defense Forensics and Biometrics Agency ²>7KLVDJHQF\@OHDGV consolidates and coordinates forensics and biometrics activities and operations for the Department of Defense in support of identity operations 6RXUFHKWWSZZZELRPHWULFVGRGPLO$ERXWPLVVLRQDVS[

	delta point ²7KHSDUWRIDILQJHUSULQWSDWWHUQWKDWORRNVVLPLODUWRWKH*UHHN letter delta Technically it is the point on a friction ridge at or nearest to the point of divergence of two type lines and located at or directly in front of the SRLQWRIGLYHUJHQFH6RXUFH&%9Y

	DOD electronic biometric transmission specification ²7KH'2'HOHFWURQLF ELRPHWULFWUDQVPLVVLRQVSHFLILFDWLRQ(%76is a transmission specification to be used between DOD systems that capture biometric data and repositories of biometric data The DO DEBTS does not attempt to specify




	all data used in all biometric enabled applications It does allow for the definition of application specific data elements and transactions Source &%9Y

	HQUROOPHQW ²7KHSURFHVVRIFROOHFWLQJFRQWH[WXDOGDWDDQGDELRPHWULFVDPSOH from a biometric subject converting the sample into a biometric reference and storing the data in the biometric system’sda tab ase for later FRPSDULVRQ6RXUFH&%9Y

	face recognition ²$ELRPHWULFPRGDOLW\WKDWXVHVDQLPDJHRIWKHYLVLEOH physical structure of a biometric subject VIDFHIRUUHFRJQLWLRQSXUSRVHV 6RXUFH&%9Y

	ILQJHUSULQW ²$QLPSUHVVLRQRIWKHIULFWLRQULGJHVRIDOORUDQ\SDUWRIWKHILQJHU 6RXUFH&%9Y

	flat fingerprint ²)LQJHUSULQWWDNHQLQZKLFKWKHILQJHULVSUHVVHGGRZQRQDIODW VXUIDFHEXWQRWUROOHG$OVRNQRZQDV3ODLQ)LQJHUSULQW6RXUFH&%9Y

	friction ridge ²7KHULGJHVSUHVHQWRQWKHVNLQRIWKHILQJHUVDQGWRHVDQGRQ the palms and soles of the feet which make contact with an incident surface under normal touch On the fingers the distinctive patterns formed by the IULFWLRQULGJHVWKDWPDNHXSWKHILQJHUSULQWV6RXUFH&%9Y

	identity intelligence ²7KHLQWHOOLJHQFHUHVXOWLQJIURPWKHSURFHVVLQJRILGHQWLW\ attributes concerning individuals groups networks or populations of interest Also called,Source-P

	iris recognition ²$ELRPHWULFPRGDOLW\WKDWXVHVDQLPDJHRIWKHSK\VLFDO structure of a biometric subject VLULVIRUUHFRJQLWLRQSXUSRVHV6RXUFH&%9 Y

	latent fingerprint ²$ILQJHUSULQW“image”left on a surface that is dormant or hidden until circumstances are suitable for development or manifestation HJWKHWUDQVIHUUHGLPSUHVVLRQLVOHIWE\WKHVXUIDFHFRQWDFWZLWKWKH friction ridges usually caused by the oily residues produced by the sweat glands in the finger6RXUFH&%9Y

	latent sample ²$ELRORJLFDOUHVLGXHWKDWLVGRUPDQWLQDFWLYHRUQRQHYLGHQWEXW FDQEHFDSWXUHGPHDVXUHGDQGVWRUHG6RXUFH&%9Y

	loop ²$IULFWLRQULGJHSDWWHUQLQZKLFKWKHIULFWLRQULGJHVHQWHUIURPHLWKHUVLGH curve sharply and pass out near the same side they entered This pattern ZLOOFRQWDLQRQHFRUHDQGRQHGHOWD6RXUFH&%9Y

	PRGDOLW\ ²$W\SHRUFODVVRIELRPHWULFVDPSOHRULJLQDWLQJIURPDELRPHWULF VXEMHFWHJIDFHUHFRJQLWLRQILQJHUSULQWUHFRJQLWLRQLULVUHFRJQLWLRQHWF 6RXUFH&%9Y

	palm print ²$QLPSUHVVLRQRIWKHIULFWLRQULGJHVRIDOORUDQ\SDUWRIWKHSDOPDU VXUIDFHRIWKHKDQG6RXUFH&%9Y




	palm print recognition ²$ELRPHWULFDQGIRUHQVLFPRGDOLW\WKDWXVHVWKH physical structure of a biometric subject VSDOPSULQWIRUUHFRJQLWLRQ SXUSRVHV6RXUFH&%9Y

	person of interest ²$QLQGLYLGXDOIRUZKRPLQIRUPDWLRQQHHGVRUGLVFRYHU\ REMHFWLYHVH[LVW6RXUFH&%9Y

	plain fingerprint ²)LQJHUSULQWWDNHQLQZKLFKWKHILQJHULVSUHVVHGGRZQRQD IODWVXUIDFHEXWQRWUROOHG$OVRNQRZQDV)ODW)LQJHUSULQW6RXUFH&%9 Y

	SODWHQ ²7KHVXUIDFHRQZKLFKWKHILQJHUVWRHVSDOPVRUVROHVRIWKHIHHWDUH placed during optical image capture Pla tens are also used by other types of HOHFWURQLFILQJHUSULQWGHYLFHVLHFDSDFLWLYHRSWLFDOHOHFWURRSWLFDOHWF 6RXUFH&%9Y

	rolled fingerprint ²$QLPDJHWKDWLQFOXGHVILQJHUSULQWGDWDIURPQDLOWRQDLO obtained by“rolling”WKHILQJHUDFURVVDFDSWXUHVXUIDFH6RXUFH&%9Y

	Secure Electronic Enrollment Kit I I ²$WDFWLFDOKDQGKHOGELRPHWULFFROOHFWLRQ device capable of comprehensive multimodal identification and enrollment It combines forensic quality fingerprint capture rapid dual iris image capability and facial capture technology The device automatically captures and formats standards based flat and rolled fingerprints and iris and facial images Source ATP

	VODSILQJHUSULQW ²)LQJHUSULQWVWDNHQE\VLPXOWDQHRXVO\SUHVVLQJWKHIRXUILQJHUV of one hand on to a capture surfaceS laps are known as four finger VLPXOWDQHRXVSODLQLPSUHVVLRQV6RXUFH&%9Y

	tenprint match or identification ²$SRVLWLYHLGHQWLILFDWLRQRIDELRPHWULF subject that is obtained by comparing each of his or her fingerprints to those in a system of record It is usually performed by an automated fingerprint identification system and verified manually by a human fingerprint H[DPLQHU6RXUFH&%9Y

	valley ²$ORZHUHGSRUWLRQRIWKHHSLGHUPLVRQWKHSDOPDURUSODQWDUVNLQ FRQVLVWLQJRIWKRVHDUHDVEHWZHHQULGJHV6RXUFH&%9Y

	9HULILFDWLRQ² The one to one process of matching a biometric subject s biometric sample against his stored biometric file Also known as $XWKHQWLFDWLRQ6RXUFH&%9Y

	:KRUO ²$IULFWLRQULGJHSDWWHUQLQZKLFKWKHULGJHVDUHFLUFXODURUQHDUO\FLUFXODU 7KHSDWWHUQZLOOFRQWDLQRUPRUHGHOWDV6RXUFH&%9Y
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