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RESTRICTED

SIGNAL CORPS FIELD MANUAL
SIGNAL CORPS INTELLIGENCE

CHAPTER 1
GENERAL

M 1. PurrosE.—The purpose of this manual is twofold: to
serve as a guide for Signal Corps personnel charged with the
performance of signal intelligence duties, and to furnish
information to commanders and their staffs as to the fuuc-
tions, responsibilities, capabilities, and limitations of signal
intelligence. )

M 2. OrcaNTZATIONS.—Organizations for the specific per-
formance of signal intelligence activities are available to-the
military commander of the field forces and to army and
other subordinate commanders. Such organizations may be
assigned to theaters of operations, defense commands, or
task forces, as circumstances warrant.

B 3. S1GNAL CORPS REPRESENTATIVE IN G-2.--A Signal Corps
representative should be assigned to the G-2 section of the
general staff of armies and higher commands. It will be
the responsibility of this officer to obtain, through G-2 chan-
nels, all available intelligence of hostile signal communica-
tion systems, including commercial wire and radio facilities.

B 4. DeFnITIONS.—To0 assure a thorough understanding of
the terms used in this manual the following definitions are
given: .

-a. Signal intelligence includes all information of the enemy
obtained by radio or other electrical means, by the detection
of secret inks and other disguised writings, by the solution of
codes, ciphers, and other secret means of communication, and
by the interception of visual communication. It does not
include information obtained by sound, flash, or subaqueous
ranging,
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b. Signal security is the safeguarding of friendly communi-
cations against the availability and intelligibility of those
communications to hostile or neutral intelligence agencies.
It includes also the restricting of communications as far as
possible to addressees or agencies directly concerned.

c. Signal Intelligence Service is a component of the signal
service of higher commands which is specifically charged with
the performance of certain signal intelligence activities. It is
responsible for the supervision of signal security, and for
the preparation and issue of certain cryptographic and other
equipment used by the command.

d. Enemy equipment identification service is a component
of the signal service of higher commands which is specifically
charged with the recovery and evacuation of captured signal
equipment and literature.

e. Radio intelligence is that part of signal intelligence which
is obtained by means of radio equipment. It includes both
position finding and intercept activities and is an exclusive
duty of the signal radio intelligence company (Table of
Organization 11-77).

f. Radio position finding is the procedure of locating on
a map or aerial photograph the probable position of a radio
transmitter through the intersection of plotted azimuths
sensed by two or more specially designed radio receivers.

¢g. Radio intercept is a method of obtaining radio intelli-
gence through the copying of hostile or neutral radio trans-
mission and, when ordered, becomes a partial or secondary
mission of all communication units. It does not include the

iitoring of friendly transmissions.

B 5. REFERENCES.—The publications and training films listed

below contain general or specific references to the subject of

signal intelligence:

FM 11-5, Mission, Functions, and Signal Communication in
General.

FM 11-10, Organization and Operations in the Infantry
Division.

FM 11-20, Organizations and Operations in the Corps, Army,
Theater of Operations, and GHQ.

FM 11-25, Aircraft Warning Service.
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FM 24-5, Signal Communication.

FM 30-5, Combat Intelligence.

FM 30-25, Counterintelligence.

FM 100-5, Operations.

FM 100-15, Larger Units.

Joint Action of the Army and the Navy.

AR 380-5, Safeguarding Military Information.

TF 11-205, Safeguarding Military Information — Crypto-
graphic Security.

TF 11-324, Safeguarding Military Information.
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CHAPTER 2
SIGNAL INTELLIGENCE SERVICE

) Paragraphs
Becrion I. General . _________ ________ o ______ 6-14
II. War Department__________ ____________________- 16-23
OI. ATmy. e 24-30
SecTION I
GENERAL

M 6. DuTtes.—The specific functions and duties of the Signal
Intelligence Service may include any or all of the following:

a. Preparation, publication, storage, and distribution of
codes and ciphers employed by our armed forces, and the
repair and maintenance of cipher machines.

b. Interception of enemy radio and wire traffic by electrical
means.

c. Location of enemy radio transmitting stations by radio
position finding methods.

d. Solution of enemy codes and ciphers.

e. Development and preparation of secret inks to be em-
ployed by our own authorized agents and-the detection of
the presence of secret ink and other disguised writings in
enemy documents.

f. Monitoring of friendly radio traffic in order to detect vio-
lations of signal security and the initiation of corrective
measures.

W 7. War DEpARTMENT.—The Signal Intelligence Service of the
War Department is operated by the Chief Signal Officer to
arve the military commander of the fleld force and his
.aff. The officer in charge of the Signal Intelligence Service
is responsible for all of the duties outlined in paragraph 6.
In addition to the personnel of the Signal Intelligence Service
he has under his control such radio intelligence companies or
detachments as may be required properly to perform his
mission. (See FM 100-15.)

\
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M 8. THEATER OoF OPERATIONS.—Organizations for the specific
performances of signal intelligence activities may be allotted
to expeditionary forces, defense commands, or task forces
when the size of the force and the distances involved indicate
the desirability of decentralizing signal intelligence activities.
A portion of such organizations may be retained in a general
reserve by the military commander of the field forces, for
assignment as the situation dictates.

M 9. ArMY.—A signal intelligence section is an integral part
of the headquarters, signal service, army. The officer in
charge of this section is responsible for the duties outlined
in paragraph 4 which are within the capabilities and facilities
of the section to perform. He has under his control the radio
intelligence company assigned to the army.

B 10. Lower Unrrs.—Signal Corps personnel within corps and
divisions may be directed to assist in signal intelligence ac-
tivities in addition to their signal communication duties.
While signal intelligence is not.a normal mission for signal
communication personnel, all such personnel should be trained
to recognize and immediately report any information of value
to the signal intelligence effort. Examples of this type of in-
formation are violations of cryptographic security, heavy in-
creases or silences in enemy radio transmission, description
of captured or abandoned enemy signal communication or
cryptographic equipment, intercepted enemy messages.

B 11. Rapio INTELLIGENCE CoMPANY.—The signal radio intel-
ligence company is the basic information-gathering agency
for signal intelligence. Through this unit the Signal Intel-
ligence Service obtains the material for its study and eval-
uation. '

B 12. SPECIAL AGENCIES.—a. Aircraft warning service—A
highly specialized type of signal intelligence is furnished
by the aircraft warning service. It is not a part of the
Signal Intelligence Service of ground forces but a func-
tion under the direction of air force commanders. A detailed
description of the aircraft warning service will be found
in FM 11-25,

477762°—42——2
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.. Censorship.—The Signal Corps is responsible for making
the technical arrangements for the censorship of all elec-
trical means of signal communication in the combat zone
and in the communications zone if it is under martial law
and to cover particular areas wherein censorship is estab-
lished.

N 13. OrcaNIzaTIONAL.—Table of Basic Allowances for Signal
Corps prescribes certain equipment for issue to signal in-
telligence personnel and organizations. Radio intercept and
direction-finding equipment is included therein. Secret and
confldential cryptographic equipment issued by signal intel-
ligence agencies to tactical organizations is not listed in
Tables of Basic Allowances.

N 14, Speciat. EQuipMeENT.—Much of the equipment used by
signal intelligence agencies is highly technical and secret.
No authorized allowances of such equipment are prescribed.
It is provided as needed and may include the following:

a. Tabulating machines for use in code compilation and in
cryptanalysis.

b. Laboratory equipment and supplies for secret ink prep-
aration and detection.

c. Equipment and supplies for cryptanalytic research and
the development of new cipher devices.

d. Reproducing equipment and supplies necessary for the
packing and shipping of codes, cipher machines, and cipher
keys. .

e. A library consisting of various technical books, diction=
aries, periodicals, and other sources of general informa=-
tior : -

7. .ols and supplies for the repair and maintenance of
cipher machines,

SEcTION IT
WAR DEPARTMENT

M 15. GeNEraL.—The Signal Intelligence Service, War Depart-
ment, operates under the direction of the Chief Signal Officer.
It has under its control & varying number of radio intelligence
companies (T/O 11-77) and fixed station radio intercept

6



SIGNAL CORPS INTELLIGENCE 15-117

detachments. The signal radio intelligence companies and
fixed station detachments constitute a field force which
gathers information over wide areas and places it at the
disposal of the Signal Intelligence Service. The latter can
be considered as a centralized laboratory which analyzes
the material received and as rapidly as possible furnishes
to the chief of staff, field forces, the concrete information
obtained. )

M 16. DETAILED ORGANTZATION.—a. The Signal Intelligence
Service is, in general, organized into sections as follows:

Administrative section.

Radio intelligence section.

Security section.

Laboratory section.

Code and cipher compilation section.
Code and cipher solution section.

b. A description of the organization of a signal radio intel-
ligence company will be found in FM 11-20.

c. Certain additional organizations may be assigned to the
Signal Intelligence Service for such purposes as interruption
of wire lines, wire tapping, and photographic missions. The
composition, size, and equipment of these detachments will
depend upon the particular circumstances of their employ-
ment.

M 17. OFFiCER IN CHARGE.—The officer in charge of the War
Department Signal Intelligence Service is an assistant to
the Chief Signal Officer. He is responsible to the Chief Signal
Officer for the operation of the Signal Intelligence Service
including assigned and attached radio intelligence companies.
In the name of the Chief Signal Officer he issues such orders
and directives as may be necessary to the radio intelligence
companies and other organizations which may be assigned
for signal intelligence duties. He has direct supervision over
all activities of the Signal Intelligence Service. He maintains
liaison with such members of the G-2 section of the War
Department General Staff as are concerned with the func-
tions of signal intelligence,  and with the approval of the’
Chief Signal Officer, is the technical adviser to G-2 on such
matters.
T
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M 18. ApMINISTRATIVE SeECTION.—The Administrative section
is responsible for the administration and supply of the Signal
Intelligence Service. The officer in charge of this section
assists the officer in charge of the Signal Intelligence Service
in the supervision of all activities and in securing prompt
and effective operation. The section is responsible for all
correspondence between the Signal Intelligence Service and
other offices or organizations. The securing of special tech-
nical equipment not provided through normal supply chan-
nels is a responsibility of this section.

¥ 19. Rapro INTELLIGENCE SECTION.—This section is responsi-'
ble for the technical supervision of the War Department radio
intelligence companies. It carries out this responsibility by:
performing the following duties: '

a. Preparation of plans for the interception of radio traffic
and location of enemy transmitters to include directives to
be given the radio intelligence companies. See appendix I
for a suggested form for such’directives.

b. By agreement with the security section, the preparation
of plans and directives to the radio intelligence companies
for the monitoring of friendly traffic.

c. Submission to the code and cipher solution section of
intercepted enemy traffic and cooperation with that section
to insure that cryptographed messages in the quantity and
type needed to facilitate solution are made available.

d. Evaluation of information received from the position-
finding activities of the radio intelligence companies to in-
~lude probable location of stations, call signs, frequencies, net

ouping, and any peculiar operating characteristics. )

e. Submission of daily reports to G-2 on volume of traffic,
movement -of stations, and radio silences, to assist him in
evaluating all information and in determining the enemy’s
capabilities.

/. Submission to the security section of reports on viola=-
tions of signal security obtained by monitors.

g. Preparation of plans for the coordination of the activ-
ities of radio intelligence companies assigned to armies and

‘subordinate commands in order that duplication may be

.
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avoided and that the position-finding and intercept units
of all the field forces may function as a team.

W 20. SeEcuriTY SECTION.—The security section has the pri-
mary mission of detecting and preventing violations of signal
security. It has a secondary mission of planning for wire
interruption and wire tapping. It carries out its missions
by performing the following duties:

a. Preparation of plans in collaboration with the radio
intelligence section for the monitoring of friendly radio
traffic. )

b. Study of reports furnished by the radio intelligence sec-
tion on instances of signal security violation including viola-
tions of cryptographic security to determine the extent of
damage done.

¢. Preparation of corrective orders and disciplinary meas-
ures aimed at preventing violations of security.

d. Advising the code compilation section when crypto-
graphic systems have been compromised in order that re-
placements. may be issued and the compromised systems
rescinded.

e. Preparation of plans and directives for the employment
of dummy radio stations, sending of false messages, and
other methods of radio deception.

f. Preparation of plans and directives for the use of wire
tapping and wire interrupting detachments.

g. Provision of proper safeguards to prevent the enemy
from tapping or interrupting friendly wire lines.

W 21. LABORATORY SECTION.—The laboratory section operates
a secret ink laboratory. It’is charged with both the develop-
ment and detection of secret inks and cryptic methods other"
than code or cipher.' It performs as required the following
duties for G-2:-

a. Preparation and issue of secret inks for use by intelli-
gence agents.

b. Examination of documents suspected of containing
secret ink, microphotography, or other espionage methods
of writing. ,

¢. Examination of mail of suspected enemy agents where
the fact of such examination is desired to be kept unknown.

9
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d. Preparation of photostatic or photographic copies of
evidence against espionage agents which have been obtained
by the secret inks laboratory.

B 22. CopE AND CIPHER COMPILATION SECTION.—The responsi-
bilities of this section include the following:

a. Compilation, production, and distribution of codes and
ciphers in use by the field forces.

b. Issue and maintenance of cipher machines.

C. Preparation and issue of instructions covering the em-
ployment of cryptographic systems.

d. Periodic issue of cipher keys for systems used in signal
communication.

e. Provision of secure storage for reserve cryptographic
equipment,

f. Notification to all agencies concerned of the effective
date of changes in cryptographic systems.

g. Destruction of superseded cryptographic equipment.

M 23. CopE AND CIipHER SOLUTION SECTION.—The code and
cipher solution section will be organized into a number of sub-
sections depending upon the number and type of enemy cryp-
tographic systems under study. In general its duties are—

a. Analysis of intercepted enemy messages in code and
cipher for the purpose of solving enemy systems.

b. Translation of messages in systems which can be solved.

¢. Indexing and filing of all intercepted enemy traffic.

d. Preparation in cooperation with the radio intelligence
section of plans for the interception of the particular type of
ene traffic desired.

e. Jabmission to G-2 of the translations of solved messages.

J. Furnishing to the signal intelligence services of armies
and any other subordinate commands all available material
to permif local translation of intercepted messages.

g. Preparation of technical reports on new cryptanalytic
“methods for instructional and historical purposes.

h. Technical coordination of the solution activities in all
subordinate signal intelligence companies.

i. Design and development of equipment for cryptanalytic
employment,

10
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SEcTION IIT
ARMY

W 24. GENERAL.—The Signal Intelligence Service assigned to
an army consists of the signal intelligence section of the head-
quarters, signal service, army (T/O 11-200-1) plus one or
more radio intelligence ecompanies (T/O 11-77). Special wire
detachments for tapping or interrupting wire lines may be’
provided from time to time. The signal intelligence section is
strictly ‘an operating agency. It is not organized to perform
any of the research or production duties of the Signal Intelli-
- gence Service of the War Department.

B 25. DETAILED ORGANIZATION.—The signal intelligence section
being much smaller and having more limited duties than the
corresponding service of the War Department, no definite
suborganization is prescribed. Subsections will be set up cor-
responding to the duties performed and the following four
subsections would normally be found:

Administrative.

Radio intelligence.

Security.

Solution.

B 26. OFFICcER IN CHARGE.—The officer in charge of the army
signal intelligence section is an assistant to the army signal
officer. He is responsible to the army signal officer for the
supervision and conduct of signal intelligence activities within
the army. In the name of the army signal officer he issues
orders and directives to the one or more radio intelligence
companies assigned to the army. With the approval of the
army signal officer he maintains close contact with the G-2
section of the Army general staff and acts as technical adviser
to G-2 on signal intelligence matters. He exercises direct con-
trol over the signal intelligence section. He cooperates with
the Signal Intelligence Service of the War Department under
whose technical supervision he functions to attain the neces-
sary coordination of all signal intelligence agencies of the field
forces. :

11
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27. ADMINISTRATIVE SUBSECTION.—The administrative sub-
section is responsible for the supply and administration of the
signal intelligence section. The officer in charge of this sub-
section assists in the general supervision of all army signal
intelligence duties. The handling of all correspondence be-
tween the signal intelligence section and other offices or organ-
izations is a responsibility of this subsection.

N 28. Rap1o INTELLIGENCE SUBSECTION.—The radio intelligence
subsection exercises technical supervision over the one or more
radio intelligence companies assigned to the army. It is
responsible for the following duties: ‘

a. Preparation of plans for the interception of enemy
radio traffic and location of enemy transmitters, to include
_directives to be given the radio intelligence companies. See
appendix I for a suggested form for such directives.

b. By agreement with the security subsection, the prep-
aration of plans and directives to the radio intelligence
companies for the monitoring of friendly traffic.

c. Submission to the solution subsection of intercepted
enemy traffic which can be translated without lengthy crypt-
analytic study.

d. Submission to the administrative subsection of inter-
cepted enemy traffic which cannot be translated for for-
warding to the Signal Intelligence Service of the War De-
partment. )

e. Evaluation of information received from the position-
finding activities of the radio intelligence companies to in-
clude probable location of stations, call signs, frequencies,
net grouping, and any peculiar operating characteristics.

1. Submission of daily reports to G-2 based on volume of

affic, movement of stations, and radio silences, to assist
nim in evaluating all information, and in determining the
enemy’s capabilities.

¢g. Submission to the security subsection of reports on vio-
lations of signal security obtained by monitors.

B 29, SecuriTY SUBSECTION.—The security subsection is re-
sponsible for the following duties:

a. Study of reports furnished by the radio intelligence sub-
section on instances of signal security violations, including

12
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violations of cryptographic security, to determine the extent
of damage.

b. Preparation of corrective orders and disciplinary meas-
ures aimed at preventing violations of signal security.

¢. Informing the Signal Intelligence Service, War Depart-
ment, of compromised cryptographic systems.

d. Preparation of plans and directives for the employ-
ment of dummy radio stations, the sending of false messages,
and methods of radio deception as directed by G-2.

_ e. Preparation of plans and directives for the use of
wire tapping and wire interrupting detachments and the
initiation of action to obtain such detachments.

/. Provision of proper safeguards to prevent the enemy
from tapping or interrupting friendly wire lines.

¢g. Receipt from the Chief Signal Officer and distribution
within the Army of such cryptographic equipment and re-
placements as may be issued from time to time.

N 30. SoLuTioN SUBSECTION.—This subsection, unlike the
code and cipher solution section, Signal Intelligence Service,
War Department, does not perform original cryptanalysis.
It is dependent upon the latter for material enabling the
decryptographing of enemy traffic. Its primary duties are-—

a. Decryptographing and translating of enemy messages
in systems for which the solution has been furnished by the
War Department.

b. Arranging with the radio intelligence subsection for
the maximum interception of traffic in known systems.

¢. Submission to G-2 of the translations of messages.

d. Maintenance of close contact with the Signal Intelli-
gence Service of the War Department on all matters af-
fecting solution activities. '

4TTI52°—42—8 13
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CHAPTER 3

SIGNAL INTELLIGENCE SERVICE PROCEDURE

Paragraphs

Secrion 1. Radio Intelligence . oo 31-35
I1." Signal security o e 36-39

III. Secret Ink laboratory. ... e 40-42

IV. Code and cipher compilation 43-46

V. Cryptanalysis —— ————— 47-49

Section I
RADIO INTELLIGENCE

M 31. GenerAL—Radio intelligence is the most prolific
source of signal intelligence information. It is of two forms:
radio intercept and radio position finding. The radio intel-
ligence companies have been organized for the sole purpose
of securing this type of information. Radio intelligence com-
panies are assigned as an organic part of each army. They
may also be assigned to defense commands, task forces, or
other special missions. They are sometimes employed iride-
pendently for frontier or coast defense or for counterintel-
ligence in the zone of the interior. It should be noted that
their disposition is based on technical and not tactical de-
cisions. The primary consideration governing all radio intelli-
ger operations is that information be placed at the disposal
of° nmanders in sufficient time for effective counter-
measures,

R 32. Company.—~The organization, duties, and operating
methods of the radio intelligence company are discussed in
detail in FM 11-20. N :

B 33. Rapro INTERCEPT.—Radio intercept is made of messages
in the clear and messages in code or cipher. Clear text mes-
sages are normally only of immediate action value and in-
dividually of minor importance; taken in volume they fre-
quently give an indication of enemy dispositions and probable

14



STGNAL CORPS INTELLIGENCE 33-34

lines of action. The decision as to value, however, should
not be made by the intercepting operator but by the officer
responsible for the intercept directive. If the directive calls
for guarding a certain frequency or channel, all traffic heard
should be copied and submitted. If the directive asks for
specific types of traffic, only those types need be copied, al-
though any traffic heard which is of known value should be
copied whether covered by directive or not. When speed
of transmission, volume of traffic, or weak signals render
direct copying difficult, transmissions are recorded on equip-
ment provided for the purpose and transcribed by the inter-
cepting agency at the earliest opportunity. All intercept is
of value only if it is handled speedily. Intercepted trafic
normally is sent by messenger from the intercepting agency
to the Signal Intelligence Service under which it operates.
Frequent scheduled messenger service must be established.
Telephone or telegraph should be used to supplement the
messenger service, particularly in cases requiring urgent
action. The use of radio to forward intercepted traffic is
inadvisable.

E 34, Rapro PosiTioN FinpIiNG.—Radio position finding is de-
pendent upon close cooperation between radio intercept sta-
tions and radio direction-finding stations. The radio
intelligence company functions as a team composed of direc-
tion-finding stations and intercept stations. The intercept
stations locate enemy signals by searching a limited portion
of the radio spectrum or by guarding certain channels. A
located signal is reported by telephone to the direction-find-
ing stations and simultaneous bearings are taken. The de-
termination of probable position is accomplished by plotters
assigned to the control section. Radio direction finding is
based on the two facts that radio waves travel in great circular
paths, and that a properly constructed rotatable receiving
antenna will give minimum response when its plane is at
right angles to the direction of the radio wave. In taking
bearings two sources of error are present: first, the inability
of the operator to locate the exact point of minimum re-
sponse; second, the fact that radio waves are affected by
the presence of electrical conductors, terrestrial irregularities,

15
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called “magnetic storms,” and other factors which cause
refractions in the great circle paths. Careful analysis based
on locally obtained data will assist in reducing this secqnd
type of error, but it must always be assumed to be present
and to increase with the radio frequency of the signal. Con-
sequently, highly accurate results in position finding cannot
be expected. It is generally safe to assume that each bearing
is accurate to within 10°. The probable location is de-
termined from the plotting of three or more azimuths.

B 35. S16NAL SECURITY MissIONs.—Signal security missions
are frequently assigned to the intercept sections of the radio
intelligence company. These missions consist of the .moni-
toring of friendly radio stations in accordance with direc-
tives furnished by the Signal Intelligence Service. In moni-
toring a friendly station or net all transmissions are copied
but normally only those about which there is a question as
to signal security violation are forwarded to the Signal Intel-
ligence Service. The usual violations of signal security
are—

a. Unauthorized or unwarranted transmission of radio
messages in the clear.

b. Improper use of cryptographic systems.

c. Violation of radio silence.

SecrION IT
SIGNAL SECURITY

B 36. CrYPTOGRAPHIC.—Codes and ciphers, unless properly
used, cannot be expected to provide security against enemy

lligence. AR 380-5 sets forth the basic rules governing

. use of cryptographic systems. In addition, each code or
cipher system is generally accompanied by instructions which
apply specifically to that system. No person should attempt
the use of any cryptographic system unless and until he is
thoroughly familiar with both the general and specific in-
structions. The life of any code must be considered fairly
short, since there are many opportunities for physical com-
promise. Cipher systems are designed so that their crypto-
graphic security lies in a changeable key and the system may
remain in effect, after compromise, by simply changing the

16
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key. Cipher systems, while offering greater flexibility, are
generally more vulnerable to hostile cryptanalysis. Enci-
phered code will provide the greatest security, but it is usually
too slow for field use. It isthe duty of the Signal Intelligence
Service to provide suitable cryptographic systems, to insure
their proper use by instruction and by monitoring, and to
effect immediately the replacement of systems which have
been compromised.

W 37. Rapio.—The radio transmitter is the most prolific
source of intelligence in field operations. Radio transmis-
sion in the clear is justified only in situations when the time
available to the enemy is insufficient for exploitation of the
information contained in the message. (See FM 24-5 and
100-5.) Under no circumstances should personal conven-
ience affect the decision to send in clear. Time is the only
consideration. Radio should be considered as an auxiliary
means of communication supplementing wire and messenger
service. Under many conditions radio is the only possible
means but if choice exists wire or messenger is to be pre-
ferred. Radio security consists not only of guarding what
is transmitted, but of limiting the use of radio to actual
necessity. Enemy intelligence may be served by every trans-
mission from a friendly station. Even though the message
may be unintelligible, every transmission must be assumed
to disclose the identity of both transmitting and receiving
stations, and the location of the transmitting station (and
of the receiving station also if the message is acknowledged).
It is for this reason that radio silence is frequently ordered
prior to the actual commencement of offensive operations.
To enforce radio security the Signal Intelligence Service is
responsible for the monitoring of friendly radio transmissions
and the initiation of ‘corrective or disciplinary measures
where necessary.

M 38. WirRe.—While immeasurably safer than radio, wire
communication is not completely reliable from the security
viewpoint. It is not secure against enemy espionage agents.
With some types of wire lines physical tapping may not be
necessary, for interception can be accomplished by electric
induction. This is particularly true of ground return cir-

17
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cuits. Interception by induction, however, requires the
presence in the vicinity of the wire line of detecting and
amplifying equipment. By the enforcement of proper meas-
ures, wire communication can be accorded a fairly high
degree of security. These measures consist of—

a. Policing wire lines by electric means.—By the use of
test sets the attempt at wire tapping on any line frequently
can be detected. When an unauthorized telephone is cut
in on a line the electric characteristics of the line are slightly
changed. This change may be detected on the meter of a
test set. ’

b. Surveillance on the part of operators.—All operators
should be trained to challenge any suspicious voice or sound
{ndicating the presence on the line of unauthorized listeners.
The circumstances should be immediately reported to the
wire chief for investigation.

c. Use of armed guards—Armed guards should be detailed
to police the length of any wire lines believed to be in danger
of interception. It is the only defense against interception by
induction, which cannot be detected by electric means.

d. Training of using personnel—Regardless of the safe-
guards employed, no wire line of normal length can be con-
sidered as perfectly secure. All personnel must be cautioned
against discussing on the telephone any information of vital
importance. All secret messages should be crytographed
before transmitting by telegraph.

'9. AUTHENTICATION.—One of the most important and ef-

wve of all security measures is the use of authentication,
which has a twofold purpose. It assures the recipient of a
message that the transmitting agent is bona fide; conversely,
it assures the transmitting agent that the recipient is bona
fide, which is equally important. To be effective, authentica~
tion should be applied to each message rather than period-
ically between transmitting and receiving agencies. Too
much dependence should not be placed on recognizing voices.
The fidelity of radio voice transmission is frequently poor and
the sound of a familiar voice can be imitated by enemy
agents. Few -personal characteristics are inherent in tele-
graphic transmissions either by radio or wire, and without
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some means of authentication the recognition of transmis-
sions as bona fide is impossible. It is a responsibility of the
Signal Intelligence Service to provide suitable authentication
systems when required. The authenticator group is trans-
mitted in the heading of the message or, in the case of voice
transmission, immediately after contact has been established.
An insecure authentication system which the enemy may
solve and use is worse than none at all, for it causes reliance
to be placed on a false message which might otherwise have
been questioned. Authentication systems possessing the de-
sired degree of security fall generally in one of the following
two classes:

a. Prearranged lists~—A list of words, letters, or numerals is
prepared and furnished all correspondents. The words, let-
ters, or numerals are then used in regular order, one at a
time, to authenticate each message. When once used, the
‘authenticator is crossed off the list and not used again.
This method is particularly effective between two correspond-
ents. As the number of correspondents increases it becomes
more difficult for any one correspondent to select the next
authenticator on the common list. In such cases the corre-
spondent attempting to establish his identity can be given the
last used authenticator and told to supply the following one.

b. Additive method.—A more flexible method applicable ta
a large number of correspondents is that involving the prin-
ciple of addition. According to a key furnished all corre-
spondents, a numerical cipher is substituted for tlie letters of
the alphabet and is employed as indicated below. Assume
the following numerical ¢ipher to be in effect:

ABCDEFGHIJKLMNOPQRSTUVWXYZ
485620137905 2438107263 9 492

The receiving operator challenges the transmitting operator
by asking him to authenticate any three letters at random,
for example, KRP. The transmitting operator adds the nu-
merical equivalents of these letters and replies “8.” He may
then challenge the receiving operator to ascertain that the
person or station answering is the intended receiver of the
message, for example, asking him to authenticate BXS. When
the reply “19” is given, authentication has been established
between both parties.
19
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SectIoN IIT
SECRET INK LABORATORY

B 40. PREPARATION OF SECRET INKS.—A secret ink laboratory
operates under the signal intelligence division, War Depart-
ment, and theater of operations. The officer in charge of
the laboratory section directs the activities of the secret ink
laboratory. One of the duties with which the laboratory is
charged is the preparation of secret inks for the use of such
intelligence agents as may be authorized by the Assistant
Chief of Staff, G-2. The laboratory instructs these agents
in the use of the ink, furnishes them with a supply for their
mission, develops communications received from such agents,
and prepares communications addressed to them. The com-
position of secret inks and the manner of their use and de-
velopment is secret information and cannot be covered in this
manual.

R 41, DETECTION OF SECRET INKS.—A more continuous activity
of the laboratory is the examination of suspected documents
for the presence of secret ink, In some cases the fact of such
examination is purposely concealed from the addressee of
the document. In others the secret writing must be photo-
graphed to provide permanent evidence of its existence. This
is frequently a difficult operation, due to the dimness or very
¥ " period of legibility of the writing. The secret ink labora-
te.. assists-in censorship work in the theater of operations
by examining suspected documents. It assists in setting up
facilities for secret ink detection in such locations as may be
directed by the officer in charge of censorship and provides
technical supervision over such examining stations. The
methods used in secret ink detection are covered in secret
documents prepared by the Chief Signal Officer.

B 42, OTaER AcTIviTIES.—In addition to secret inks there are’
many other methods of transmitting information, the detec-
tion of which requires laboratory analysis. Among the more
common of such methods are—

a. Microscopic writing.—This can be performed only by &
highly skilled person. By using a pen or some other instru-
ment, minute writing is inscribed on a hair, a grain of rice,
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or other appropriate object. Engraving may be applied to
glass or similar hard polished substance. Such methods, while
frequently undetectable to the naked eye, may be discovered
by micrescopic examination.

b. Microphotography.—A highly successful method requir-
ing no artistic skill employs microphotography. By this meth-
od a letter-size piece of paper is photographed on specially
prepared film and reduced to small dimensions.

c. Invisible photographs.—A photographic print can be
rendered invisible by applying a certain chemical solution.

. In transit the print appears as a blank piece of paper or
may contain visible writing to avoid suspicion. The recipient
is able to restore the original print by applying to it the proper
chemical solution.

d. Writing under stamps—A common method is that of
writing in small script and pasting a postage stamp over the
writing. This method may be detected in a number of ways.

SEcTION IV
CODE AND CIPHER COMPILATION

W 43, Copke CompILATION.—Codes are of two kinds. A one-part
code is a list of code groups and corresponding meanings both
arranged in alphabetical order. A fwo-part code consists of
two lists; in the first or encoding section the meanings are
arranged alphabetically and the corresponding code groups
are assigned in random order; in the decoding section the
code groups are arranged alphabetically and opposite each
appears its meaning. The compilation of a two-part code is
more of a task but such a code possesses far greater crypto-
graphic security. Code groups are selected from a permuta-
tion table which is prepared for each code and shows the
‘possible combinations of letters. It provides for sufficient
dissimilarity between groups to avoid erroneous meanings
‘resulting from telegraphic errors. A revision of a one-part
code cannot be made without changing the permutation table.
Successive editions of a two-part code may be compiled with
the same permutation table by simply shuffling the groups.
The use of tabulating machinery is indispensable in code
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compilation. The Signal Intelligence Service has full tech-
nical responsibility for code compilation; it shares a joint
responsibility with the using arms and services for the selec-
tion of adequate and concise plain text meanings. The using
arms and services should make recommendations whenever
necessary for the addition or deletion of meanings.

M 44. CipHER SYSTEMS aND KEvs.—Cipher systems fall into
two general classes. In a substitution cipher the letters of the
plain text are replaced by cipher equivalents as determined
by a key. In a transposition cipher the letters of the plain
text are retained but their relative position is changed in
accordance with a key. The key is an element of variable
nature which controls or directs encipherment and decipher-
ment. It frequently consists of an easily remembered word,
phrase, or group of numbers. A combination of the two
methods is sometimes employed. The preparation of a cipher
consists therefore of two elements: a description of the
method to be employed and a list of keys. When a code be-
comes compromised the issue of a new code book becomes
necessary, whereas the compromise of & cipher in general
compromises only a particular key. Because of their sim-
plicity in handling, cipher keys are changed frequently. No
cipher system should be issued without at least one emer-
gency key which can be put into effect upon notification.
Cipher systems may be applied to encoded messages to in-
crease security. This practice is normally followed when
compromise of the code book is suspected and immediate
replacement of the code is not possible. .

n UsE oF TABULATING EQuiPMENT.—The preparation of
codes and certain types of cipher keys is greatly facilitated
and much time is saved by the use of tabulating machines.
The operation of these machines requires the services of
officer and enlisted personnel who have had experience with
tabulating equipment. The method of using the tabulating
machines is beyond the scope of this manual.

N 46. CrreER MacHiNEs—In addition to the manually em-
ployed cipher methods mentioned in paragraph 44, cipher
devices or machines are used for the purpose of increasing

22



SIGNAL CORPS INTELLIGENCE 46-48

both security and speed. Some of these devices are of rather
complicated construction and present the same problem of
maintenance as radio apparatus. Since these devices are
secret or confidential, they are not handled through normal
supply channels. The Signal Intelligence Service is responsi-
ble for the issue and replacement of this equipment. Trained
personnel to make repairs, a shop with necessary tools and
equipment, and a supply of spare parts for replacement are
included in the Signal Intelligence Service, War Department,
and theater of operations,

SECTION V
CRYPTANALYSIS

M 47. GeEneraL.—The principles of cryptanalysis are covered
in a series of War Department text books entitled “Military
Cryptanalysis,” parts I to IV. Cryptanalysis is an analytical
science. A successful code and cipher solution section re-
quires personnel trained in this science. Much of the work
is clerical in nature, however, and a successful solution sec-
tion may be built around a few expert cryptanalysts assisted
by an adequate force of competent clerks, The translation
of messages in systems which have been solved is expedited
by the use of labor-saving devices and other special equip-
ment. The use of equipment as well as many of the crypt-
analytic procedures is secret information and is contained in
secret technical manuals,

M 48. Basic OpPerATIONS—Four basic operations govern all
cryptanalytic procedure, They are—

a. Determination of language—Normally this presents no
great problem in field operations as it may be assumed to be
the mother tongue of the enemy. In the case of messages
intercepted from espionage agents the determination may
not be so simple. Indications of a particular language may
be found in the heading or signature and in the absence of
certain letters or the addition of accented letters. If the
language cannot be determined, cryptanalysis proceeds and
the language is determined later. .

b. Determination of general system —-Thxs is by far the
most difficult phase of cryptanalysis and success cannot be
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attained without a determination of the general system em-
ployed. - It requires an exhaustive study of available text
with the elimination, one by one, of cryptographic methods
of known characteristics which do not apply. Errors on the
part of enemy code clerks are most helpful in this determina-
tion, Information gathered from other intelligence agencies
may also be of great value. Once the system has been deter-
mined, a definite plan of attack can be made and cryptanal-
ysis may then proceed along intelligent lines with a definite
objective in view,
¢. Reconstruction of specific key—Cryptographic systems
other than straight code depend for their security upon a
specific and changeable key which will still afford protection
when the basic system has been discovered. The recon-
struction of the key or keys used in messages under study
must therefore precede or advance concurrently with the
reconstruction of plain text. Generally the reconstruction of
one key will assist in the reconstruction of others, and a
cryptographic system cannot be considered as solved unless
messages can be read in at least a majority of the keys used.
d. Reconstruction of plain text.—In this step the assistance
of a qualified linguist in the language used is essential, for
frequently assumptions of words must be made. Correct
assumptions can be proved when tested against the general
s~ ~tem and the proved or assumed specific key, When com-
2ly reconstructed and proved, the plain text is translated
into English if the original message was in & foreign language.

N 49. ResuLts.—a. Time—It must be remembered that suc-
cessful ¢éryptanalysis cannot be given a time limit. Solution
depends to a large extent on intelligent recognition and ap-
plication of information supplied through the errors of enemy
code clerks. Ultimate solution of cryptographic systems can-
not be expected in all cases, Success is normally attainable
only as & result of long and patient study aided by such
“breaks” as the enemy may afford through misuse of his
cryptographic systems.

b. Accuracy—The accuracy of results attained by the solu-
tion of enemy messages should be emphasized. Successful
application of cryptanalytic principles in effecting solution
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provides results whose accuracy cannot be doubted. In other
words, cryptanalysis produces results which are entirely cor-
rect or it produces no result at all. The procedure is based
upon the absolute check of each assumption made and con~
sequently the final result is a product of cross-checked ele-
ments. The highest reliability can be placed on information
obtained through the solution of cryptographed enemy mes-
sages,
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CHAPTER 4
ENEMY EQUIPMENT IDENTIFICATION SFRVICE

Paragraphs
8ectroN I. General. . ... 50 62
II. Captured signal ecquipment_ . __________________ 63 62
Secrion I
GENERAL

N 80. Purrose.—A unit known as the Enemy Equipment
Identification Scrvice (EEIS) operates under the direction
of the Chief Signal Officer. A seclion of the EEIS is attached
to the headquarters signal service of higher commands for
the purpose of effecting recovery of and evacuating captured
signal equipment and literature.

W 51. OrcANIZATION.—The EETS is organized so as to be
capable of providing each field army or separate task force
with a headquarters of not less than four officers, at least one
of whom shall be of field grade, and the necessary comple-
ment of enlisted men; and of providing each separate di-
vision and corps with a detachment of not less than one
specially trained officer and the necessary specially trained
enlisted personnel.

N 52. DuTies oF Unit—The dulies of this unit are described
in section II. Additional dutics may be assigned from time
to time by the Chief Signal Officer.

SrcTiOoN IT
CAPTURED SIGNAL EQUIPMENT

M 53. AcTioN BY CAPTURING ECHELON.—a. The handling of
captured cryptographic equipment is of special importance
The capturing echelon will transmit codes, ciphers, and
cipher devices to the enemy equipment identification officer
without delay and report as provided in ¢ below. Krying
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mechanisms or other essential elements should remain
undisturbed.

b. Captured signal communication instruction books on all
other captured signal cquipment will be reported immediately
by capturing echelon to the enemy equipment identification
officer.

¢. The report by capturing echelon will Include (see Ap-
pendix II for preliminary report guide) :

(1) Type and/or description of equipment.

(2) When captured.

(3) Where captured.

(4) Present location.

8 B4. Assianmuent or Orricer To 8tuny AND RxrorT.—The
army or task force signal officer to whom captured instruc-
tion books or other slgnal communication equipment are
reported will assign an officer from the EEIS to make a study
of the captured inatéricl and to prepare a detalled report with
sufficient coples for distribution as required. The report on
captured matéricl will conform to the form prescribed by
the Chief Signal Officer (sce appendix II for detailed report
guide) and will be accompanicd by photographs, drawings,
etc, Rubbings, tracings, or copies of the name plate and
part or component marks will be made whenever these are
in a foreign languarge.

® 55, CrassiFicatioN.—The enemy equipment identification
officer upon completion of his report on captured matériel
wilt classify the captured equipment as “for study,” “utiliza-
tton,” “salvage,” or “destruction.”

W 56. CAPTURED ENEMY EQUIPMENT CLASSIFIED FOR STUDY.—
a. Equipment so classified will include prototypes of new
equipment and equipment utilizing new or different materials
or improvements in the arrangement of component parts. At
least two sets in good working condition will be classified for
study although prototypes have been so classified previously.

b. The enemy equipment identification officer will report
through the army or task force signal officer direct to the
Chlef Signal Oflicer by wire, radio, or cable a brief descrip-
tlon of any new cquipment and alsb advise the means of
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transportation by which set or sets are being sent. (See
par. 61.)

M 57. CarTurEn ENEMY EQuIrmeNT CLASSIFIED FOR UTILIZA-
T10N.—Equipment so classified will he placed in working con-
dition and used for—

a. Interception,

b. Counterintelligence.

¢. Deception of the enemy.

d. Supplementing our own communication system in loeal
theaters.

e. Such other use as mny bhe diveceted.

B 58. CarTunrp ENEMY FQUIPMENT CLASSIFIED FOR BALVAOR.- ..
Equipment so classified will be dismantled and usable com-
ponents and materials wiil be listed as spare parts for equip-
ment marked “utitization” or will be used to atigment our own
supply of spare parts when such parts are interchangenble,

M 59. CarTureD ENEMY EQUIPMENT CLASSIFIFD FOR DESTRUC-
TIoN —Fquipment, so classified will be witerly destroved so
that repair, salvage of parts, or identification is impossible.
Destruction will be accomplished by mechanical, electrieal,
pyrotechnical, or other suitable means as directed by the
cnemy equipment identification officer.

M 60. PrisSoNERS OF WaAR~—Prisoners of war may be—

a. Interrogated by both the enemy equipment identifica-
tion officer to ansment his report and by the army or task
force signal officer to devise for better operation and utiliza-
tion of the captured equipment.

b. Sent to desipnated points in the communications zone
or zone of the interior where enemy cquipment and technical
matters are being tested or studied in order that our own
technicians may beneflt by their special knowledge.

¥ 61. PROTOTYPES TO OFFICE OF THE CHIEF SIGNAL OFFICER.—
The army or task force signal officer of the operating tactical
unit in a theater of war or the senior signal officer of an area
will, upon receipt of the enemy equipment identification offi-
cer's report, send two prototype sets of enptured cominuni-
cation equipment (see par. 56) to the Chief Signal Officer by
the quickest means of available transportation. The equip-
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ment should be sent as two shipmentis rather {han as o single
shipment. If only onc item of a type is captured, it should he
senl, immediately to the Chief Sipnal Officer, not watting for
a second prototype. As soon as another one is caplured, the
second item should be sent.

M 62. INFORMATION REQUIRED BY OFFICE OF CHIEF SIGNATL
OrrIicerR~—The following factors will be inciuded in the repart
forwarded to the Chiet Sipnal OMceer,  Sullcient, coples of
the report will be prepared lor distribution, ns required,

. Melhods and procedure usced by the enemy,

D, Bgulpment materially dinerent from onrs,
. Depree of standnvdization and chnplifeatlon,
. Type of personnel using the equipment.
. Matcrials used in the equipment.,
. Mcthods of Issuing equipment and technlenl data.
. Methods of handling spare parts,
. Unit to which the equipment was aasiened.

i. Methods enemy uses 1o destroy equipment,

7. In what quantitics enemy uses equipment.,

k. Samples of captured manuals, maps, charvls, ofher
varaphernalia.

=

i L I e
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CHAPTER 5

OTHER INTELLIGENCE DUTIES
PERFORMED BY SIGNAL CORPS

Section I. Censorshdp_________________ -
II. Intelligence section______________________
IIT. Operation in various theaters

SecTiON 1
CENSORSHIP

B 63. GENERAL.—The Signal Corps Is responsible for making
technical arrangements for the censorship of all electric
means of signal communication in the combat zone, and in
the communications zone if it is under martial law. Neces-
sary censorship is exercised over the personal communications
of military personnel and in some cases over commercial tele-
phone, telegraph, and radio communications, including broad-
casting. The Signal Corps assists in censorship by develop-
ing and printing all news and other photographs leaving the

nbat zone (see FM 30-25). The secret ink laboratory may
pe called upon to render assistance to the G-2 representative
in the examination of documents.

W 64. WRITTEN MEssaGES.—The censorship of written messages

(cablegrams, radiograms, telegrams) may be handled gen-
erally as follows:

a. All channels leading out of the theater of operations will
be closely supervised. Wire lines which cannot be properly
censored will be interrupted. Radio channels which cannot
be censored will be discontinued. In effect censorship should
make a completely isolated locality of the theater of oper-
ations.

b. Censorship stations should be located at the centers of
radio and wire communication.
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¢. All persons desiring to send messages out of the theater
of operations will be required to submit the message to the
censor for check. The censor shouid require complete identi-
fication of the individual and make an evaluation of his
trustworthiness, since an apparently innocent message may
contain military information through the medium of a pre-
arranged code.

d. It is a responsibility of the Signal Corps to insure that
only properly authorized messages are transmitted via com-
munication facilities under Signal Corps control.

8 65. Rapto BroancasTs.—The censorship of radio broadcast-
ing will require—

a. Submission by the radio station of complete script for
approval prior to transmission.

b. Monitors at each transmitting station. The monitors
will be given complete copies of approved scripts and will be
able immediately to interrupt the transmission if there is
any departure from the approved script.

¢. Preparation of transcriptions prior to broadcast of any
program which cannot easily be reduced to script. Only-
approved transcriptions are broadcast.

W 66. TELEPHONE COMMUNICATION.—&. Calls out of theater of
operations~—Any civilian desiring to make a call out of the
theater of operations must obtain authority from the censor
by personal appearance at the toll office. The censor should
require adequate identification, evaluate the applicant’s trust-
worthiness, and instruct him as to what may and what may
not ‘be sald over the telephone. The call should then be
monitored by a censor who is able to break the connection at
will.

-b. Local calls within the theater—Whether there is to be
censorship, surveillance, or interruption of local telephone
service in friendly or occupied enemy territory is a command
decision.

c. Toll calls within the theater—The censorship of all
toll calls is advisable, since information may be relayed by
this means for later passage to enemy hands.
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d. Military telephone calls.—Instructions relative to se-
curity measures in telephonic communication should be is-
sued to all military personnel. Surveillance of military calls
must be exercised to insure that the instructions issued in
the interests of security and counterintelligence are being
observed. Military calls within the theater should be checked
by a sampling method and all personnel should be cautioned
that their conversations will be subject to censorship. Re-
cording apparatus should be made available for this pur-
pose. Military calls are not subject to interruption by cen-
sors but disciplinary action should be taken against per-
sonnel who have been found to violate security regulations
without adequate reason.

B 67. DETECTION OF UNAUTHORIZED RADIO STATIONS.—In con-
tinental United States and certain oversea territories or pos-
sessfons the Federal Communications Commission assumes
" the responsibility for the detection and location of unau-
thorized radio transmitters. In a theater of operations the
Signal Corps is responsible for this action, Should territory
of the United States become a theater of operations any
and all civilian monitoring or intercept agencies may he
placed under the control of the Signal Corps. In friendly
territory such civilian agencies may be continued in opera-
tion augmented by radio intelligence units furnished by
sary sources. In hostile territory the entire task falls
to signal Corps, radio intelligence units. Unless some spe-
cial need exists, all radio transmitting stations in the thea-
ter of ‘operations except legitimate broadcasting stations
should be closed and sealed. If needed, they should be op-
erated only by Army or Navy personnel.

N 68. PaorocrarPHs.—All photographic negatives taken by
official or accredited civilian photographers in the theater
of operations will be sent to a Signal Corps photographic
laboratory for development. The photographs will then be
censored by a representative of G-2. No photographs, nega~
tives, or prints'will be released except by the authority of
the theater commander after they have been examined
A Signal Corps photographic laboratory is set up under
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the direction of the chief of staff, field forces. When the
theater of operations includes a wide area, such small aux-
iliary laboratories as may be needed to provide prompt
and efficient photographic censorship will be provided. The
secret ink laboratory (see pars. 40 to 42, incl.) is also equipped
to develop and print photographs but its duties in this
respect are limited to counterespionage and do not nor-
mally include routine censorship.

SecTION IT
INTELLIGENCE SECTION

¥ 69. COMMUNICATION INFORMATION.—a. The gathering of in-
formation concerning - the signal communication facilities
of hostile as well as friendly or neutral countries is of high
importance. Among the items of particular interest are-—

(1) Lay-out of telephone systems to include location of
centrals, capacity, and routing of open wire lines and cable,
and the type of central office and substation equipment used.

(2) Location, power, frequency, and call letters of radio
transmitting stations.

(3) Availability and kind of electric power.

(4) Organization and equipment of signal or communi-
cation troops of other armies, friendly as well as hostile.

b. In addition to the above items which are concerned only
with signal communication, other widely varied items are of
interest to the Signal Intelligence Service and are frequently
of utmost importance to the success of the code and cipher
solution section. ’ : ’

SEctION IIT
OPERATION IN VARIOUS THEATERS

N 70. UNITED STATES TERRITORY.—When the theater of op-
erations is confined to territory of the United States it may
be assumed that civilian governmental agencies will con-
tinue to function as far as practicable. If necessary they
may be placed under military control Such agencies as

33



70-72 SIGNAL CORPS FIELD MANUAL

the Weather Bureau, the Treasury Department, the Fed-
eral Communications Commission, and the Department of
Justice are able to perform many of the security and in-
telligence functions which would otherwise be a responsi-
bility of the Signal Corps. Signal intelligence plans should
contemplate the use of the widespread and highly organ-
ized Intelligence and counterintelligence nets of such agen-
cies to the fullest extent. Signal intelligence agencies should
be devoted more or less exclusively to the service of the
armed forces in the field. Special radio intelligence mis-
stons for border or seacoast defense may require the services
of a large number of radio intelligence companies. The
cooperation between military and civilian agencies should
be of the highest depree in order that duplication of effort
be ‘avoided and military personnel released to provide a
moblile force ready to serve the commander of the field
forces.

B 71. ArLtEp COUNTRIES.—As far as practicable, use should
be made of security and intelligence agencies provided by
the allied country. The close cooperation to be expected
from our own governmental agencies will rarely if ever
be found in allied countries and the responsibilities of the
Signal Corps for providing adequate security and intelli-
§ ° measures become greater. In such matters as code
a.. . cipher solution, secret ink detection, and radio posi-
tion finding, close cooperation between our signal intelli-
gence service and that of the allied government is desirable.
Cryptographic means for the exchange of messages between
our own and allied forces must be provided. Duplication
of many of the signal intelligence activities between our own
and allied agencies is to be expected and in many respects
cannot be avoided unless unity of command over all forces
is established.

B 72. ENEMmY TERrRrrTORY.—The Signal Corps is responsible
for all phases of signal intelligence and security in enemy-
territory. Cooperation with existing civilian facilities is
not possible and consequently a large force of radio intelli-
gence personnel will be required. Security measures assume

34



INDEX

Agencles of signal intelligence:

Radio intelligence company __
Signal intelligence service__._______
Special agencies __________________
Theater of operations____________________

Censorship:
Detection of unauthorized radio stations.____ 67
General. e 63
Photographs.______ 68

Radio broadcasts 65
Telephone communication 66
Written messages.___ .. 64
Code and cipher compilation:
Cipher machines_________ . _____________. 46
Cipher systems and keys______ 44
Code compilation ____________ 43
Use of tabulating equipment. 45
Cryptanalysis:
Basic operations 43
General __________ 47
Results___ 49
Definitions . ____ 4
Duties:
Signal Intelligence Service, Army:
Administrative subsection.._____________ 27
Officer in charge_.____________ 26
Radio intelligence subsection.__ 28
Security subsection ___________. 29

Solution subsection_._____________ 30

Signal Intelligence Service, General 6

Signal Intelligence Service, War Department:
Administrative section ___._______________ 18
Code and cipher compilation section_____ 22
Code and cipher solution section. 23
Laboratory section 21
Officer in charge . ___________ 17
Radio intelligence section 19
Security section_.__ —— — 20

. Enemy equipment identification service:

Captured signal equipment:
Action by capturing echelon_____________ 53
Assignment of officer to study and report. 54
Captured enemy equipment, classified

for—
Destruction_________________________ 59
Salvage___________ 58
Study - _________ 56
Utilization e 57

mU"lPO\U‘HUlg



INDEX

Enemy equipment identification service—Con.

Captured signal equipment—Continued. Paragraph

Classification e
Informatlon required by the Office of the

Chief Signal Officer- ... ____._______
Prisoners of War . ____
Prototype to Office of the Chief Signal

Organization -
PUIDOBD e e e o
Equipment:
Organizational . ______________. . __
Special o e
Intelligence section:
Signal communication information____.______
Organization:
Signal intelligence service, Army:
Detailed. oo —
General .
Bignal intelligence service,*War Department:
Detailed. e
General .. _
Purpose Of MaNUAl e
Radio intelligence:
Company. .
General e
Radio intercept_______.__
Radio position finding.._..
Signal security missions.
B 5753 (23 4 o) o Lo Y- S
Becret ink laboratory:
Detectlon of secret Inks_________.____________
Other activitles____...____
Preparation of secret inks.
Signal security:-
Authentication o
Cryptographic security __
Radio security -
Wire BeCUTity - o oo e
Signal intelligence in various theaters:
Allied countries_ oo
Enemy territory___ .
United States territory.

40

Page



